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Notice
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the implied warranties of merchantability and fitness for a particular purpose.

Veeder-Root shall not be liable for errors contained herein or for incidental or consequential damages in
connection with the furnishing, performance, or use of this publication.

The information contained in this publication may be subject to change without notice.

This publication contains proprietary information which is protected by copyright. All rights reserved. No
part of this publication may be photocopied, reproduced, or translated to another language without the
prior written consent of Veeder-Root.
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Network Router for ATG Applications

Purpose:
This manual provides instructions for configuring a Cisco™ RV042 10/100 4-Port Virtual Private Network
(VPN) Firewall Router for use with Veeder-Root’s TLS family of ATG’s.

Intended Users:
This manual is intended for Authorized Service Contractors (ASCs) and Customer Specified Contractors
(CSCs) who are certified to install a Veeder-Root ATG.

Required Tools
The following tools and equipment are required to configure the firewall router:

e Laptop with a terminal emulator

e Category 5 (Cat-5) Crossover cable (for connection between Laptop and TLS-350 only)

e (Category 5 (Cat-5) Straight cable (for connection between Laptop and TLS-450/450PLUS/TLS4
and router)

e Two available LAN IP addresses — to be provided by IT authority.

Related Manuals
577013-776 TCP/IP Interface Module Installation Guide

Contractor Certification Requirements
Veeder-Root requires the following minimum training certifications for contractors who will install and
setup the equipment discussed in this manual:

Installer Certification (Level 1): Contractors holding valid Installer Certification are approved to perform
wiring and conduit routing; equipment mounting; probe, sensor and carbon canister vapor polisher
installation; wireless equipment installation; tank and line preparation; and line leak detector
installation.

Technician Certification (Level 2/3): Contractors holding valid Technician Certifications are approved to
perform installation checkout, startup, programming and operations training, system tests,
troubleshooting and servicing for all Veeder-Root Series Tank Monitoring Systems, including Line Leak
Detection. In addition, Contractors with the following sub-certification designations are approved to
perform installation checkout, startup, programming, system tests, troubleshooting, service techniques
and operations training on the designated system.

Wireless 2
Tall Tank

Warranty Registrations may only be submitted by selected Distributors.
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Introduction

The following walks through a typical configuration for the router. Router configurations will vary
depending on your site network architecture and requirements. Please work with your IT advisor for
what is best for your site.

Instructions

Laptop Configuration

Part 1) Determining the temporary laptop IP address

The following procedure must be used to program the laptop to use a static Internet Protocol (IP)
address to communicate on the firewall router’s Local Area Network (LAN). This does require
knowledge of the previously assigned LAN addresses. If a network map is not available for an
established site, the simplest approach is to look at the ATG’s IP address through the front panel
interface, then configure a laptop static address on the same subnet.

For a TLS-450 or TLS450PLUS, the ATG’s IP address is located at Menu-> Setup-> Communications->
Ethernet Port’. In this example, the IP address is 192.168.11.104, with a subnet Mask of 255.255.255.0.
Also note the IP gateway address of 192.168.11.254 for this example.

[=T@] ] T2: HIGH WATER ALARM i g 05/05/2015 02:41 AM
o Setup  Communication Ethernet Port © s Print (0}

Home

ID 13
1P Address Type |STATIC
Favorites
IP Address | 192.168.11.104
IP Subnet Mask 255.255.255.0
IP Gateway Address 192.168.11.254

IP Default Gateway (@) Enabled Disabled

Primary DN5 | 0.0.0.0

Figure 1: TLS-450/450PLUS/4 console location of IP address

From this information, we can construct the network mapping. For our example, the following IP
addressing was used:

Y Instructions also apply to a TLS4c/i console. For a TLS-350, see the “TCP/IP Module IP
Address/Configuration Using Telnet” of the TCP/IP Interface Module Installation Guide (Veeder-Root p/n
577013-776) for instructions on accessing the module IP address.
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i ‘ ’ Traffic forwarded to

Traffic sent to ‘external Gateway

modem address 192.168.11.104 ATG TCP/IP
Modem

Interface
192.168.11.254
192.168.11.104
Response to Default Gateway Response to
source address Cable Modem etc.. 192.168.11.254

Figure 2: Network element mapping example before Cisco RV04 Router added

All devices were found to be 192.168.11.x. The laptop should be renamed to an unused address
between 192.168.11.1 and 192.168.11.255. For this example, we will use 192.168.11.98.

Part 2) Accessing the Laptop’s Internet Protocol version4 (TCP/IPv4) Connection Properties
Note: the references and screenshots provided in this manual may vary based on the hardware and
version of Windows that is used.

For Windows 7, TCP/IPv4 properties can be found as follows:

Go To Control Panel > Network and Internet=> Network Sharing Center

!E% » Control Panel » Network and Internet P

Network and Sharing Center _

AL

W : :
View network status and tasks Connect to a netwark | View network computers and devices
Add a wireless device to the network

Control Panel Home

System and Security
® Network and Internet

Hardware and Sound *% HomeGroup

Programs Choose homegroup and sharing options

User Accounts Internet Options

Appearance and Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Personalization .
e age and| Region @ Intel® PROSet/Wireless Tools

Ease of Access

Click on Change Adapter settings:

!E# » Control Panel » Network and Internet » Network and Sharing Center

Control Panel Home . . . . .
View your basic network information and set up connections
Manage wireless networks 1 [ See full map
: L Bo @
“ Change adapter settings
SIM-MK-DSINOSKY ds.root Internet
Change advanced sharing (This computer)
settings
View your active networks Connect or disconnect
Access type: Internet
-

Double-Click on Local Area Connection, followed by Properties:
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@Q"IEI » Control Panel » Network and Internet » Network Connections #

Organize ~ Disable this netwaork device
Bluetooth Network Connection
Not connected

Bluetooth Device (Personal Area ..

"Pr

25
=

-,

Local Area Connection
= dsroot
=i Intel(R) Ethernet Connection 1217-...

Wireless Network Connection 2
Not connected o
Microsoft Virtual WiF ﬂﬂ

Miniport A...

A
X

Diagnose this connection

Rename this connection

Cisco AnyConnect Secure Mobility

Client Conr

View status of this connectic

Disabled

,"E Local Area Connection Status

==

Wireless N
dsroot
Intel(R) Cel

Wireless N
Not conne
Microsoft \

General

Connection

IPv4 Connectivity:
IPv6 Connectivity:

Internet

No Internet access

Media State: Enabled
Duration: 11 days 02:47:43
Speed: 100.0 Mbps
Activity
Sent — & —— Received
@
Bytes: 2,032,258,044 4,537,447,580

Highlight Internet Protocol Version 4 (TCP/IPv4) then click properties:

',”: Local Area Connection Properties

-

Networking Sharing

Connectusing:

'.i'.' Intel(R) Ethernet Connection 1217-LM

This connection uses the following items:

18 Client for Microsoft Networks

gTrend Micra NDIS 6.0 Filter Driver

ngS Packet Scheduler

5F\Ia and Printer Sharing for Microsoft Networks

i Internet Protocal Version 6 (TCP/IPvE)

B e ProtecoVersion 4 PP

4. Link-Layer Topology Discovery Mapper IfO Driver
. Link-Layer Topology Discovery Responder

Uninstall

Description

area network protocol that provides communication across
diverse interconnected networks

ook ]

Cancel I

Transmission Confrol Protocol/internet Protocol. The defaultwide

The Internet Protocol Version 4 (TCP/IPv4) Properties window will appear. Important Information: Note
the current IP address programming, as you will want to reset to these parameters later.
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Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(@) Obtain an TP address automatically

(7)) Use the following IP address:

(@) Obtain DNS server address automatically

(7) Use the following DNS server addresses

Validate settings upon exit

I

oK

(oo ]

Select the Use the following IP address radio button and enter:

IP Address:
Subnet mask:

192.168.11.98 [from Part 1]
255.255.255.0

Default Gateway: 192.168.11.254 [from Part 1]

Re-addressing the elements

Part 1) Mapping the new configuration

The next step is to reserve one additional IP address. For this example, we will use 192.168.11.99. To

avoid reconfiguration of the gateway modem, we will reallocate the

current ATG TCP/IP address to the

Cisco RV04 router. The ATG TCP/IP address will be renamed to the reserved IP address, 192.168.11.99.

See revised mapping below.

Traffic forwarded to

Traffic sent to ‘external’

Gateway Cisco RV04

Router
192.168.11.104

192.168.11.104

modem address
Modem

192.168.11.254
Default Gateway

Response to Response to

Traffic forwarded to

192.168.11.99

Interface

Response to

source address

192.168.11.254
Figure 3: Network element mapping example after Cisco

Part 2) Reprogramming the ATG
The next step is to reprogram our ATG according to the network ma

192.168.11.104

ATG TCP/IP

192.168.11.99

RV04 Router added

pping established in Part 1.

For a TLS-450 or TLS450PLUS, under Menu-> Setup-> Communications-> Ethernet Port, the IP address

will be changed to 192.168.11.99 for this example.
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'.O. T 2: HIGH WATER ALARM

o Setup  Communication  Ethers
Home

1]

05/05/2015 02:41 AM

IP Address Type " STATIC
A\

(=] i Agaress 1921681110+ S | Change to 192.168.11.99

IP Subnet Mask | 255.255.255.0 ]

IP Gateway Address | 192.168.11.254

@ IP Default Gateway (@) Enabled () Disabled

Eth

Primary DNS | 0.0.0.0

Figure 4: TLS-450/450PLUS/4 changing the IP address
Part 3) Connecting the Cisco Router

Insert your Cisco RV04 between the modem and the ATG:
1. Disconnect the Ethernet cable from the gateway modem into the ATG on the ATG side.
2. Connect this Ethernet cable from the gateway modem into the WAN port of the RV04.

LARN VAR DhZ

Figure 5: WAN port connector on the Cisco RV04

3. Connect a straight Ethernet cat 5 cable from LAN port 1 back to the original TCP/IP connector on
the ATG

LARN VAR DhZ

Figure 6: LAN port connector on the Cisco RV04
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Programming the Cisco Router

Part 1) Communicating with the router

To utilize the router for security purposes with your Veeder-Root Automatic Tank Gauge you will need

to configure the router to meet your unique security standards and LAN configuration.

1.
2.

Disconnect the CATS5 cable you connected in part 2 from port 1.
Connect your laptop using a Cat 5 cable that is in use, to configure the router to port 1 of the
firewall router

{f_%
Open a browser window (i.e. Internet Explorer ) on the laptop.

Enter IP Address for Cisco Router assigned to 192.168.11.104 in the address bar and select
Enter.

TR o . - s

ml‘ b 192.16811.104 p v = ” b internet explorer - Bing X | |

The Network Password dialog box should appear.

il
cisco  Router



http://windows.microsoft.com/ie
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Enter default login: User Name = Admin | Password = Admin

6. The first time you log into router, the device will require you to change the password. You may
also change the Username if desired.

alalie Small Business

cisco RWV042 10/100 4-Port VPN Router

Password

Usemams : veeder

Cld Paszword -

I |

Time | |
DMZ Host

Fonwarding Confirm Mew Usemnams : | |

I |

I |

Mew Usamame :

UPnP
One-to-One NAT
MAC Address Clone Confirm MNew Password :
Dynamic ONS

Advanced Routing
IPwE Transition

Mew Paszsword -

Minimum Password Complexity - 1 Enable

Password Strength Meter -

Password Aging Enforcement - @) Disable ) Change the password after 120 Days

I Save I Cancel

¥ Fort Managemsnt

» Cisco Protectlink Web

a. Enter Admin as the old password.

b. Enter New Username if desired.

c. Confirm New Username.

d. Enter new password. Note: The password can have a maximum of seven characters,
including a digit and a special character such as ‘S’.

e. Confirm new password.

f.  Minimum Password Complexity: (Enable)

g. Password Aging Enforcement: (Disable) unless your organization requires password
changes periodically.
h. Click Save.

Part 2) Configuring router traffic management: Port Management

All unused ports on the router should be disabled. At a minimum, port ID 1 (LAN) and Internet (WAN1)
should be enabled.
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Small Business

cisco RV0D42 10/100 4-Port VPN Router

System Summary

Part Setup
b Sstup

1Basic Per Port Configuration
b DHCP
b System M nt Port 1D Interface | Disable | Priority Spesd Duplex Auto Megatistion VLAN

1 LaN O oM e 100M Half * Ful Enable
;:E 2 LaN O 1M ® 100M Haff ® Ful Enable
ort fLs
— 3 LAN O 100 * 100M Half * Full Enable
b Gisca FroteciLink Wb 4 LAN O 108 ® 100M Half ® Ful Enable WLANT v
b WFN Intermet WAN1 10 1008 Half * Full +  Enable
21 DMZintemst  WaN2 [ 1M ® 100M Half @ Ful Enable
Wizard

1. Select the Port Management-> Port Setup menu. The router default will have only LAN port 1
enabled at startup.

a. Ensure all unused ports are disabled by checking the Disable column checkboxes.
b. Ensure Internet (Interface WAN1) is enabled by unchecking Disable.
c. Click Save.

Part 3) Configuring router traffic management: Service Management

Service Management is required to set up a ‘service’ to classify traffic by (type/port). Rules can then be
applied to each service in the next step. This section creates the two service classes that are required to
communicate to a Veeder-Root Automatic Tank Gauge: ‘HTTPS’ and ‘TLS4’. Note: HTTPS may already
be included as a default service class; if so skip step 2.

1. Select the Firewall menu. Select General. Leave settings as default.
Note: if accessing router remotely, program Remote Management Port to assigned port #.
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Small Business

cisco RV042 10/100 4-Port VPN Router

System Summany
General
b Setup
» DHCP Firgwall - ®  Enable () Disable
* System Mansgement SPI {Stateful Packet Inspection) - ®  Enable ) Disable
hmfiort Maganement, DoS (Denial of Servics) : @ Enable ) Disable
Block WAM Request - ® Enable ) Disable
s Rules Remote Management : ® Enable ) Disable Pcn:
Content Fiter HTTRS - ® Enable ' Disable
k¥ Cisco Protectlink Web IMutticast Passthrough - @ == ® Disable
¥ VPN |
Imm Features
» Log
Wiizard |Block - [ Jsva
O cookies
[ Activex
O #ccess to HTTP Procgy Seneers
Don't block JavaiActiveX/Cookies/Proxy to Trusted Domains, e.g. www.cisco.com
I Sawe ” Cancel |

2. Setting Service types

a. Click on Firewall, Select Access Rules.
b. Click Add.

il Small Business

cisco RV042 10/100 4-Port VPN Router

System Summary

Access Rules

» Seup
» DHCP =23 ” 1ma |
» System Management Item 1-3 of 3 Rows per page :

¥ Pont Management Priority | Ensble | Action  Service ﬁ“g‘fm Source Destination Time Day Delete
W Aow Al Traffic [1] LAN Any Any Alvrays

General

Prcocss Rules W Deny Al Trafiic [1] WAN{ Any Any Aveays

Comtent Fiter b Deny Al Trafic [1] WANZ Any Any Avrays

} Cisco ProtactLink Web lmwe‘mﬂuﬁ [ ] Page[1 ot [nlm

c. Action: Select Allow.
d. Click Service Management. A pop-up screen will appear so Service types may be added.

10
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Small Business

cisco RV042 10/100 4-Port VPN Router

- ~
p _
(=) Service Management - Internet E... | = 28 ]
Service - [ Al Traffic [TCP&UDP/1~65535] [
sl Log : Log packets match this rule v Protocol :
Content Fiter
Soul Interface : LAN W Port Range : 1o
¥ Cisco Protectlink Yieh ==
Source IP : [singie ] | | fadd ol
o F Single (Al Traffic [T CPEUDFT~85535]
[sing | | DNS [UDP/53~53] ~
— FTF [TCPiZ1~21] S
E HTTF [TCRIE0~E0]
HTTF Secondary [TCF/S0S0-E050)
E HTTFS [TCF/443-443]
[ Time - HTTFRS Secondary [TCR/3443~5443]
From : |00:00 {hhzmm} To: (D000 {hh{ | rﬂ;#gg?ﬂ?ﬂm
MNTF [TCP/119~119]
Effective on :  ~ Eweryday Sun Mon Tue Wied M| | |POP3 [TCP10~110] b
SNMP [UDF/161~161]
[ [ camel |
[ ox ][ cancal || cCiose |

Enter Service Name: HTTPS
Select Protocol : TCP

Set Port Range: 443 to 443
Click Add to List.

To ensure you have access to the ATG Telnet ports you will need to add an additional service TLS4 such

as the example below.

Small Business

cisco RWVD42 10/100 4-Port VPN Router

n

¥ Cisco Protectlink Web

¥ VPN

* Log

Wizzrd

Systemn Summary
» Ssup | = service Management - Internet E... =] | =2
 ——
» DHCP I
» System Management I @ https://ciscovpn.from-ct.com:10: §¥ Certificate er...l
¥ Paort Managemsent '
servee arme:
General Protocol
Contznt Filter Port Rangs : 10001 to

i

SMNMP [UDP/M151~161)

SMTP [TGPIZE~25] ~
TELNET [TCF/23~23]

TELNET Secondary [TCP/E0Z3~5023)

TELNET SSL [TCGF/#02~002]

DHCF [UDF/E7~E7]

L2TF [UDFATO1~1701]

PPTF [TCF/1723~1723]

IPSec [UDP/SD0~500

TLES-450FLUS [TCPS0001~50002]

oued poste]

11
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Part 4) Configuring router traffic management: Rules Management
After Completing the Service Management section you will need to continue to configure the Access

Rules portion of the Router Setup. This will allow the service types created in the previous step to pass

to the Veeder-Root Automatic Tank Gauge, while denying all other service types.

S om oo

[ —

Service:

Action: Allow

Select per Service Management list in Part 3, ex. TLS4[TCP/10001]

Log: Log packets match this rule

Source Interface: WAN 1

Source IP Example: Router (192.168.11.104)
Destination IP Example: ATG (192.168.11.99)

k. Click Save.

Note: Scheduling may also be used if desired for access rules.

Small Business

cisco RWV042 10/100 4-Port VPN Router

System Summary

Access Rules

* Estup

k. DHCP

¥ SBystem Management

k¥ Paort Managemsnt

acton-
Service - [HTTPs [ToPi442-443) ~

General
Content Fiker

[Service Management]

Log : |Lo; packets match this rule

¥ Cisco Protectlink Web

Source Interface -

b WEN Source IF : [single  w] [182.18331.104 |
b Log Destination 1P : [single  w] [19218317.89 ]
Az, Scheduling
Time -
Frcin = (00709 {hhzmm} To: |DD:00 {hhcrmem)
| :ffactive on : + Eweryday Sun Mon Tue Wed Thu Fri Sat
|__Save | GCancel

To add additional Access rules- Click on Add and configure based on your network settings. Example

below:

™ oo e T W

Click Add

Action: Allow

Service: HTTPS [TCP/443-443]

Log: Log packets match this rule

Source Interface: WAN 1

Source IP Example: Router (192.168.11.104)
Destination IP Example: ATG (192.168.11.99)

12
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Small Business

cisco RV042 10/100 4-Port VPN Router

System Summary
Access Rules
b EBstup
» DHCP W
* System Management Item 1-5 of 5 Rows perpage: |5 v
* Fon Management Prioity | Enable | Action  Service E.'::ﬁ?ce Sourcs Destination Time Day Dekete
102.168.11.104 ~  182.168.11.90 ~ N
General Snn BUIRSEE] Gatd] 192.168.11.104  182.168.11.90 — (ERN i
T = 102.168.11.104 ~  182.168.11.90 ~ ,
T =] Allow  TLS4 [10001] WANT Alwzys B
P—— [2v] 16216811104  182.188.11.00 (£ i
Fe— — v Allove Al Trafic [1] LAN Any Any Alwzys
» WEN i Deny All Traffic [1] WAN1T Any Any Always
b Log d Deny All Traffic [1] WWANZ Any Any Always
ifzand I| 4dd_||[Restore to Default Ruled [« =] Page[1 ~]oft  [llm

Select Content Filter - Leave as Default.
a. Click Save.

.l||.|||. Small Business

cisco RV042 10/100 4-Port VPN Router

System 5 =
e Content Filter
b Sstup
\Forbidden Domains
¢ DHCP
b Systern Management [J Enable Block Forbidden Domains
¢ Paort Managemsent
Blocking by Keywords
General [0 Ensable Websitz Blocking by Keywords

i
b Cisco Protecilink Yieb
F PN
b Log

Wizard

9. Click on Logout in the Upper Right Hand Corner.

13
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Q. You of the Cleca Small
vl

cisco  Router usemame: |
Password: [

10. Disconnect Laptop from Router.
11. Reconnect ATG to Router.

TLS-450°05 ) veener-roOT

Gateway Modem

- DMZ

Int wrnet [,

12. Test all devices that have permissions.
13. Test non-authorized devices to verify router is setup properly.

14
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For technical support, sales or
other assistance, please visit:
www.veeder.com
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