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Introduction

Purpose

This manual provides network-specific information for Passport™ systems at CITGO® stores
that use the HPS-Dallas network.

IMPORTANT INFORMATION

CITGO requires that Passport POS systems running V11.04B or higher
software employ a CITGO-approved Managed Network Service Provider
(MNSP) device. When configured properly, this single MNSP device will isolate and
protect Gilbarco® devices and provide perimeter firewall services for the site while
being managed by MNSP. Contact CITGO for a list of approved MNSP service
providers. Before installing an Acumera device shipped with a new Passport POS
system, contact Acumera to sign-up for MNSP perimeter firewall services.

The HPS-Dallas network requires notice in advance if the store is enabling
EMVe functionality on Passport. EMV functionality affects inside and outside
transactions. At least two full days before the scheduled upgrade, advise the
merchant that he must contact the HPS-Dallas network and explain that the site is
implementing an upgrade to Passport to enable EMV. The merchant should advise
the network representative of the date the upgrade is to take place and request that
the network prepare to enable EMV with appropriate parameter downloads on that
date. Ask the merchant to let you know if the network is unable or unwilling to make
the necessary preparations for enabling EMV for the store.

On the day of the scheduled upgrade, ask the merchant or store manager if he
notified the HPS-Dallas network of the need to prepare to enable EMV network
communication. If the merchant or store manager has not notified the HPS-Dallas
network of the need to enable EMV network communication, call the network on
behalf of the merchant or store manager. Ask the network representative if he can
expedite enabling EMV functionality for the store within four hours. If the network
representative indicates he can prepare for enabling EMV on the network within the
next four hours, continue with the upgrade. Otherwise, consult the merchant or store
manager regarding your options, which are:

» Upgrade without enabling EMV and return later for the PDL Download to enable
EMV.

» Arrange a later date for the upgrade, after the network has sufficient time to
enable EMV.
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Introduction

Intended Audience
The audience for this document includes merchants, cashiers, store managers, and
Passport-certified Gilbarco Authorized Service Contractors (ASCs).

Note: Leave this manual at the store for the manager’s reference. This manual is available for
download by Passport-certified ASCs on the Gilbarco Online Documentation
(GOLDsM) [ibrary.

REVIEW AND FULLY UNDERSTAND “Appendix B: Upgrading to Passport V127,
BEGINNING ON page 51, BEFORE BEGINNING UPGRADE OR INSTALLATION OF
PASSPORT V12 FOR CITGO.
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Document

Number Title GOLD Library

MDE-5382 Secure Zone Router (Acumera) Installation Instructions Passport

MDE-5470 What's New in Passport™ Version 12 Passport

MDE-5481 Passport Version 12.0X Software Installation Manual for PX60 Hardware Passport

MDE-5487 Passport EDH (HPS-Dallas) V10.24 Implementation Guide for PA-DSS V3.2 Passport
Abbreviations and Acronyms

Term Description

AID Application Identifier

ASC Authorized Service Contractor

CNG Compressed Natural Gas

COM Communication

CRIND® Card Reader in Dispenser

CWS Cashier Workstation

DNS Domain Name System

EDH Enhanced Dispenser Hub

EMV Europay®, MasterCard®, and Visa®

GOLD Gilbarco Online Documentation

HPS Heartland Payment Systems

ISD In-station Diagnostic

ISP Internet Service Provider

MNSP Managed Network Service Provider

MWS Manager Workstation

PA-DSS Payment Application Data Security Standard

PCATS Petroleum Convenience Alliance for Technology Standards

PDL Parameter Data Load, Parameter Download

PLU Price Look Up

POS Point of Sale

PPU Price per Unit

RAS Remote Access Service

SPG Secure Payment Gateway

SVS Stored Value Solutions

SZR Secure Zone Router

TCP/IP  Transmission Control Protocol/Internet Protocol

TLS Transport Layer Security
MDE-5506A4 Passport™ V12 Network Addendum for HPS-Dallas CITGO® - February 2020 Page 3



Introduction

Technical Support

If you are a store manager or merchant and you need assistance with your Passport system, call
Gilbarco Veeder-Root® at 1-800-800-7498.

If you are an ASC and need to verify RAS connection or activate a Passport feature, call
Gilbarco Veeder-Root at 1-800-800-7498. If you need assistance with an upgrade or
installation issue, call Gilbarco Veeder-Root at 1-800-743-7501. Be prepared to provide your
ASC ID.

To contact the CITGO Help Desk, call 1-800-533-3421.

Network Data Retention

Passport’s network database saves transaction details for 35 days. This network setting is not
editable.

Besides meeting Payment Application Data Security Standard (PA-DSS) compliance
requirements, it allows retailers to use the Manager’s Workstation (MWS) Backup
Journals/Reports utility to save up to one month of Passport system data to a single CD.
For more information on saving journals and reports to CD, refer to MDE-5025 Passport
V9+ Reference Manual.
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What's New in Passport V12 at CITGO Stores

The following features have been updated or are new for CITGO stores.

FIS Payment Card as Loyalty

Beginning with V12.03, Passport supports a single swipe or insert of payment card that also
serves as a loyalty card. This FIS Loyalty is available for CRIND sales only. The FIS payment
loyalty program can be used in the same transaction with another loyalty program, which
allows multiple loyalty discounts in a single transaction. FIS Loyalty is not supported for
inside payment transactions. For more information refer “FIS Payment Card as Loyalty” on
page 25.

WEX Bulletin

Starting with version 12.02, Passport enables support of the Technical Specification
Compliance Policy, effective January 1, 2019. The year 2020 compliance requirements of this
notice will be part of a future release. Sites that are not compliant will face penalties via an
increase in interchange rates. For more information on merchant requirements and penalties,
contact WEX at MerchantInquiry(@wexinc.com.

Passport V12 Core Feature Enhancements

For information on any of the new core features, refer to MDE-5470 What's New in Passport
Version 12.
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What's New in Passport V11 at CITGO Stores

The following features have been updated or are new for CITGO stores.

Integrated EBT Tenders

Starting with V11.04 Passport, the HPS-Dallas Network supports processing EBT Food and
EBT Cash. Please call the CITGO POS Helpdesk (1-866-398-6150) or email to
POShelp@citgo.com and provide the site’s FNS number and a copy of the certificate for EBT
to be enabled on the PDL. EBT Food and EBT Cash tenders have been added to Tender
Maintenance with the status of “Inactive”.

For stores that wish to process EBT tenders with Passport on the FDC-Generic network, a user
should go to MWS > Setup > Store > Tender Maintenance and highlight the EBT Cash
tender and select “Activate” and highlight the EBT Food tender and select “Activate”.

The tender options for EBT Cash and EBT Food have been preconfigured, with the exception
of the “NACS Tender code” and “Allow safe drops”. These may be configured as needed by
the site. The tender group assigned to EBT Cash and EBT food should not be changed. Once
the tender has a status of “Active” it is ready for use at the POS cashier workstation.

If the site had previously defined EBT tenders in an earlier version with the description EBT
Food and EBT Cash, they have been renamed to have “Non int.” appended to the front of the
tender description. You can choose to deactivate those tenders and use the new EBT Tenders.
Inform Back Office partners of new EBT Cash and EBT Food tender configuration.

After activating EBT Cash and EBT Food on Passport ensure your tender mapping with the
back office is correct for reporting and tender restrictions. Go to Reports > Backoffice
Reports and execute the Tender Code Report to view the Passport tender code and the NACS
tender code.

EBT Card Transactions

The EBT Food tender applies food stamp restrictions to the items in the transaction as well as
forgives tax for the items that qualify for food stamps.

Passport allows EBT transactions inside only. EBT cards are not accepted outside at the
dispenser. EBT Cash is accepted for all inside transactions including prepay fuel transactions.
EBT Cash and EBT Food transactions do not require customer PIN entry.

Passport also allows cash back for EBT Cash and applies a debit cash back transaction fee
(similar to Debit transactions), based on programming in Network Site Configuration. If the
customer requests cash back with EBT Cash tender, Passport does not allow split tender.

The EBT Cash card must cover the entire amount of the transaction, including cash back.

If Passport receives partial approval for EBT Cash in which the customer requested cash back,
the CWS prompts the cashier to perform a manual refund of the partially approved EBT Cash
tender. The manual refund is necessary because of the PIN entry requirement on the sale
transaction.

For split tender with EBT Food, the customer must present the EBT Food card as first
payment.
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What's New in Passport V11 at CITGO Stores

Balance Inquiry
The cashier can use the Balance Inquiry button that appears on the Network Status screen to
obtain the remaining balance on cash cards as well as EBT cards. After the cashier swipes the
card, if Passport cannot identify the card as a cash card, Passport prompts the cashier if the
card is an EBT Cash card. If the cashier responds with Yes, Passport makes an EBT Cash card
balance request; otherwise, Passport makes an EBT Food card balance inquiry.

Network Connection Type
Stores upgrading to V11.02 or later now have a new option of using Transport Layer Security
(TLS) with their TCP/IP connection. TLS allows the merchant to use a direct secure network
communication path over their store’s Internet Service Provider (ISP). On the day of the
scheduled upgrade, ask the merchant or store manager if he notified the HPS-Dallas network
of the wish to enable TLS network communication. If the merchant or store manager has not
notified the HPS-Dallas network, call the network on behalf of the merchant or store manager.
Ask the network representative if he can expedite enabling the merchant for TLS
communication.

IMPORTANT INFORMATION

Before installation or upgrade, you must notify the CITGO Help Desk 48 hours in advance
that you are installing or upgrading to V11.04 and will require Parameter Download (PDL)
changes to support EMV and will be enabling TLS for your TCP/IP communications.

Comm Test Network Application in MWS and POS
This feature allows a site to validate that the HPS-Dallas Network TCP/IP with TLS is online
and working.

CITGO Co-branded WEX Cards
Beginning with Passport V10 Service Pack K, HPS-Dallas separates CITGO Business,
CITGO Business Select, and CITGO Universal from regular WEX cards on receipts,
reporting, and fuel discount configuration. Stores migrating from Passport versions earlier
than V10 Service Pack K can target each of these cards separately for fuel discounting
beginning with V11.01.
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Assigning Product Codes

After configuring products or grades in Forecourt Installation, exercise care in assigning
network codes to fuel products or grades. Assigning an incorrect product code to a fuel
product or grade may cause the HPS-Dallas network to decline transactions, especially for
those tendered with fleet cards, as fleet cards often apply fuel restrictions to the transaction.

Based on the payment type the customer uses, Passport translates the product codes you assign
in Forecourt Installation to the product code CITGO requires, based on the type of payment
the customer uses. Use the following table to assign correct Passport product codes during
setup or confirm correct product code assignment after upgrade:

Fuel Grade Description Code
Unleaded 001
Mid-Grade 1 002
Mid-Grade 2 028
Mid-Grade 3 029
Premium 003
Premium 2 073
Diesel (taxed) 019
Diesel 2 (taxed) 021

Diesel (Off Road, Non-taxed) 032
Diesel 2 (Off Road, Non-taxed) 033

Kerosene 300
Compressed Natural Gas (CNG) 022
Gasohol 006
Gasohol 2 007
Gasohol 3 008
Ethanol 011
Ethanol 2 012
Ethanol 3 013

Do not use other fuel product codes. If you have questions or concerns about fuel product
codes, contact the CITGO Help Desk at 1-800-533-3421.
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Programming Network Site Configuration

IMPORTANT INFORMATION

The Enhanced Dispenser Hub (EDH) must be installed and running before performing
programming in MWS > Set Up > Network.

To communicate with the HPS-Dallas network, network site configuration must be
programmed correctly. To program network site configuration, proceed as follows.

1 From the MWS main menu, go to Set Up > Network > HPS. The CITGO Network
Configuration menu opens.

Figure 1: HPS-Dallas Network Configuration Menu
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Period Close [ Editor

Accounting ‘

PDL Download
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Network

HPS

The following option buttons are displayed in the CITGO Network Configuration menu:
* Bill of Lading
* Card Info Editor
* Comm Test
* EMail Request
* Fuel Discount Configuration
Global Info Editor
PDL Download
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Programming Network Site Configuration

2 Select Global Info Editor. The CITGO Global Network Parameters screen opens with the
Dealer tab selected.

Figure 2: Global Network Parameters - Dealer Tab

Station dealer number

Global Network Parameters

* Debit Card Settings ‘ﬁ Ey Paramelsrs ‘ ﬂ
! =

| Y& ¥ A 2
! Site Informat f C 1 ' Site Configurati
j. Dealer V ite Information i onnection £ ite Configuration Sam

L]

Dealer Number |99999999999 Canoel

Terminal ID m
Company D 014

Fields on the Dealer Tab

Field Description
Dealer Number An 11-digit number the HPS-Dallas CITGO network uses to identify the store.
Notes: 1) Enter the dealer number before receiving the initial PDL.
2) Change Dealer Number only after Store Close.

Terminal ID The terminal identification number the HPS-Dallas network assigns to the store.
Notes: 1) The default Terminal ID is “01”.
2) Change Terminal ID only after Store Close.

Company ID A three-digit number the HPS-Dallas network assigns to the company handling
transactions for the store. The value for CITGO is 009 and is not editable.
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Programming Network Site Configuration

3 After programming the Dealer tab, select the Site Information tab.

Note: Although the HPS-Dallas CITGO PDL populates the Site Information tab, these fields
are editable. If you correct and save the information on this tab, you must notify the
CITGO Help Desk at 1-800-533-3421 to avoid reverting to invalid data again in a
subsequent PDL.

Figure 3: Site Information Tab

Station name
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Cancel
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Store Store Name

Fields on the Site Information Tab

Field Description

Name Store name (up to 30 characters), which is displayed on network transaction receipts.

Address  Street address (up to 30 characters) for the store, which is displayed on network transaction receipts.

City City (up to 20 characters) in which the store is located, which is displayed on network transaction
receipts.
State Two-character abbreviation for state where the store is located, which is displayed on network

transaction receipts.

ZIP ZIP Code assigned to the store, which is displayed on network transaction receipts.

MDE-5506A Passport™ V12 Network Addendum for HPS-Dallas CITGO® - February 2020 Page 11



Programming Network Site Configuration

4 After programming the Site Information tab, select the Connection tab.

Figure 4: Connection - Page 1 Tab
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Cancel

Programming the fields on the Connection tab varies, depending upon the Connection Type
value selected on the Page 1 tab. When you access the Connection tab the first time, only the
Connection Type field is displayed on the Page 1 tab. Selecting a Connection Type value
causes the other fields to is displayed. Available Connection Type selections are NONE,

02 - Dial and 06 - TCP. Select the appropriate Connection Type.

Note: A connection type of DIAL is no longer supported by CITGO. All stores must select
06 - TCP.
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Programming Network Site Configuration

For TCP/IP Connections

For stores using TCP/IP network connection, proceed as follows:

1 Contact the CITGO Help Desk at 1-800-533-3421 to obtain the correct TCP/IP network
settings for your location.

2 On the Page 1 tab, select 06 - TCP from the Connection Type field drop-down menu.

Figure 5: Connection - Page 1 Tab (For TCP/IP Connections)
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Fields on the Connection - Page 1 Tab (for TCP/IP Connections)

Field

Description

Connection Type

Select 06 - TCP as the Connection Type.

Primary IP Address

The main IP address used to connect to the HPS-Dallas network. The format of this field is
four sets of numbers in the range of 1 through 255, each separated by a decimal point, for
example 255.255.255.255. Verify with the HPS-Dallas network the value to key as the
Primary IP Address.

Primary IP Port

The main IP port used to connect to the HPS-Dallas network (up to five characters). Verify
with the HPS-Dallas network the value to key as the Primary IP Port.

Secondary IP Address

The first alternate |P address used to connect to the HPS-Dallas network if the Primary IP
Address is unavailable. The format of this field is four sets of numbers in the range of 1
through 255, each separated by a decimal point, for example 255.255.255.255. Verify with
the HPS-Dallas network the value to key as the Secondary IP Address.

Secondary IP Port

The first alternate IP port used to connect to the HPS-Dallas network (up to five
characters). Verify with the HPS-Dallas network the value to key as the Secondary IP Port.

Tertiary IP Address

The second alternate IP address used to connect to the HPS-Dallas network for
transaction processing if the Primary IP Address is unavailable. The format of this field is
four sets of numbers in the range of 1 through 255, each separated by a decimal point, for
example 255.255.255.255. The HPS-Dallas network supplies the Tertiary IP Address.

Tertiary IP Port

The second alternate IP port used to connect to the HPS-Dallas network if the Primary IP
Address is unavailable (up to five characters). Verify with the HPS-Dallas network the
value to key as the Tertiary IP Port.
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Programming Network Site Configuration

3 If one of the following Earth Stations is at the site, contact CITGO or the appropriate Help
Desk for removal of that equipment.

Connection Type Procedure
EchoSatsm Call the EchoSat Help Desk at 1-800-393-3246.
Hughes® Call the HPS-Dallas Help Desk at 1-800-767-5258.

4 [f the site will utilize an ISP for network traffic, TLS is required. Continue to Page 3 tab for
TLS programming. Contact the CITGO Help Desk at 1-800-533-3421. Press Option 2 >
Option 2 > Option 6 for the appropriate TCP/IP and TLS programming.

Figure 6: Connection - Page 3 Tab (For TLS Connections)

Secondary TLS Certificate Name.

Global Network Parameters

ﬁ’ Dealer ‘ﬁ Site Infarmation ||’ Magnum POL T able Yersions
! i i

.f Connection \/-" Site Configuration \ l‘l
|—J‘ | | i

ﬁfF’age 1 \ﬁfF’age E\APage 3\|

Use TLS

Cancel
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Fields on the Connection - Page 3 Tab

Field Description

Use TLS This field defaults to Yes and is not editable.

OCSP Mode Options are None, Lenient, or Strict. Defaults to None.
Primary TLS Certificate TLS certificate name used to validate TLS.

Secondary TLS Certificate TLS certificate name used to validate TLS if the primary TLS certificate fails.

Tertiary TLS Certificate TLS certificate name used to validate TLS if the primary and secondary TLS
certificates fail.
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Programming Network Site Configuration

5 After programming the Connection tab, select the Site Configuration tab.

Figure 7: Site Configuration Tab
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Fields on the Site Configuration Tab

Field Description

Manual Entry Allowed If set to Yes, manual entry of Credit Card transactions is allowed.

Credit Memo Indicates restrictions placed on the ability to do credit memos. Options for this field are
Restriction NOT ALLOWED, ALLOWED, and WITH PASSCODE.

Credit Memo The code the cashier must enter to perform a credit memo.

Passcode

US Common Debit If set to Yes, when the customer presents an EMV card that contains both US Common
Preferred and International Debit Application Identifiers (AID), Passport displays or uses the US

Common Debit AID.

If set to No, when the customer presents an EMV card that contains both US Common
and International Debit AID Passport displays or uses the International Debit AID.

If the card contains only one debit AID, Passport displays or uses it without regard to the
setting for this field.

Cashback fee Dollar amount charged if the customer requests cash back while using his debit card as
payment for a transaction. Passport prompts the customer to approve the fee. When the
customer approves the fee, Passport adds the fee to the sale total, receipt, and
Department Sales Report. If the customer declines the fee, Passport removes the cash
back item from the transaction.

Debit transaction fee  Dollar amount charged if the customer uses a debit card as payment for a transaction.
Passport prompts the customer to approve the fee. When the customer approves the
fee, Passport adds the fee to the sale total, receipt, and Department Sales Report. If the
customer declines the fee, Passport declines the tender and prompts for payment again.
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Programming Network Site Configuration

Field Description
Inside Fallback to If set to No, when the customer inserts a chip card into the chip reader on the PIN Pad
Magstripe inside at the register and a chip error occurs, Passport declines the card.

If set to Yes, when the customer inserts a chip card into the chip reader on the PIN Pad
inside at the register and a chip error occurs, Passport uses the fallback to magstripe
parameters received from the HPS-Dallas network for the card type to determine
whether to prompt the customer to remove the card from the chip reader and swipe it.

Outside Fallback to If set to No, when the customer inserts a chip card into the chip reader on the CRIND
Magstripe and a chip error occurs, Passport declines the card.

If set to Yes, when the customer inserts a chip card into the chip reader on the CRIND
and a chip error occurs, Passport uses the fallback to magstripe parameters received
from the HPS-Dallas network for the card type to determine whether to prompt the
customer to remove the card from the chip reader.

Print store copy of the If set to Yes, the merchant copy of the receipt prints automatically for all inside CITGO
receipt inside network transactions. This may be especially important for stores that enable electronic
signature capture at the PIN Pad. The customer signature prints as part of the receipt.

Print customer copy  If set to Yes, the customer copy of the receipt prints automatically for all inside CITGO
of the receipt inside network transactions. This may be especially important for stores that enable electronic
signature capture at the PIN Pad. The customer signature prints as part of the receipt.

6 After programming the Site Configuration tab, sclect the Prepaid Card Settings tab. The
fields on this tab provide parameters on activation and recharge of prepaid cards sold at the
store.

Figure 8: Prepaid Card Settings Tab
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Programming Network Site Configuration

Fields on the Prepaid Card Settings Tab

Field Description
Minimum Activation The minimum dollar amount required to activate Prepaid Cards. This field defaults to $5.
Amount Note: Setting this field to “0” disables Prepaid Card Activation.

Maximum Activation ~ The maximum dollar amount allowed for Prepaid Card activation. This field defaults to $300.
Amount Note: Setting this field to “0” disables Prepaid Card Activation.

Minimum Recharge ~ The minimum dollar amount required to recharge Prepaid Cards. This field defaults to $5.
Amount Note: Setting this field to “0” disables Prepaid Card Recharge.

Maximum Recharge  The maximum dollar amount allowed for Prepaid Card recharges. This field defaults to
Amount $300.
Note: Setting this field to “0” disables Prepaid Card Recharge

7 After programming the Prepaid Card Settings tab, select the EMV Parameters tab.

Figure 9: EMV Parameters Tab
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Programming Network Site Configuration

The fields on this tab are used to set options for using EMV cards. To change the settings for
an EMV card AID, select the AID from the listing on the left and program the values in the
fields to the right.

Fields on the EMYV Parameters tab

Field Description
Merchant Stand In Maximum transaction dollar amount for this EMV card AID the merchant will accept locally to
Floor Limit store and forward when the HPS-Dallas network is offline. Defaults to $0.00. This field is not

editable for any debit AID.

Note: $0.00 means Passport relies on the EMV chip card for authorization when the
HPS-Dallas network is not communicating. If the merchant configures an amount
other than $0.00 for this field, Passport may approve the transaction based on chip
card validation. The network may decline the transaction when communication
resumes. The merchant is responsible for the charge back if the transaction is locally
approved and then the network declines.

Allow PIN Bypass If set to Yes and the EMV application requires PIN entry, the inside PIN Pad prompts the
Inside customer to enter the PIN, but allows the customer to press the ENTER key on the PIN Pad
without entering a PIN.

If set to No and the EMV application requires PIN entry, the inside PIN Pad prompts the

customer to enter the PIN and the customer must enter a PIN to move forward in the

transaction.

Note: Some debit AIDs set this field to Yes by default and the merchant cannot change the
setting.

Allow PIN Bypass If set to Yes and the EMV application requires PIN entry, the CRIND prompts the customer
Outside to enter the PIN, but allows the customer to press the ENTER key on the CRIND keypad
without entering a PIN.

If set to No and the EMV application requires PIN entry, the CRIND prompts the customer to
enter the PIN and the customer must enter a PIN to move forward in the transaction.

Note: Some debit AIDs set this field to Yes by default and the merchant cannot change the
setting.

QuickChip Enable If set to Yes, Passport obtains all necessary EMV data from the chip card earlier in the
transaction by notifying the chip card that the network is not available. The PIN Pad prompts
the customer to remove the chip card before the transaction has completed with the chip
card issuer, up to a few seconds earlier.

If set to No, Passport performs EMV transactions without the shortcut of Quick Chip
processing. The PIN Pad prompts the customer to remove the chip card after the transaction
has completed with the chip card issuer.

Defaults to No.

8 After configuring all Global Network Parameters tabs, select Save to save all settings in the
Passport database and exit from Global Network Parameters.
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Programming Network Card Configuration

Programming Network Card Configuration

Follow this procedure to program the Response Authorization processing option for each
payment card type CITGO accepts on Passport. The HPS-Dallas CITGO PDL controls all
other acceptance programming for payment cards. Review the Network Configuration Report
for information on card acceptance parameters.

Card Information Tab
To configure Card Information, proceed as follows:

1 From the MWS main menu, go to Setup > Network > HPS > Card Info Editor. The Card
Information screen opens.

Figure 10: Card Information Screen

CITGO UNIVERSAL

2 Select a Card Name from the list on the left to view or change the Response Auth setting for
that card type.

The Response Auth field determines when Passport authorizes a dispenser to begin fueling on
a CRIND transaction. Some card types display as read only; the user cannot edit the field.

Options are:
* CARD ID - Passport authorizes the dispenser to begin fueling when it recognizes the card
data is valid.
* ON TRANS - Passport authorizes the dispenser to begin fueling after transmitting the
Authorization Request to the HPS-Dallas CITGO network.
* HOST RSP - Passport authorizes the dispenser to begin fueling after the HPS-Dallas
network returns approval.

3 Select Save to save changes and return to the CITGO network menu.
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Requesting PDL Download

Requesting PDL Download

A PDL Download is a transfer of data from the HPS-Dallas CITGO network to Passport. A
valid PDL contains card configuration information and is required for operation. You must
request a PDL during system installation. Passport cannot process network transactions until it
successfully receives a PDL from the network. The HPS-Dallas CITGO network can initiate a
PDL Download by sending a message to Passport. Passport automatically requests a PDL
when the HPS-Dallas CITGO network indicates a new PDL is ready.

IMPORTANT INFORMATION

When upgrading software, call HPS-Dallas Help Desk (1-800-533-3421) to inform
them that you need a new PDL. Then, request a PDL Download through the MWS.

To request a PDL Download, proceed as follows:

1 Goto MWS > Set Up > Network > HPS > PDL Download. Passport prompts: “Do you want
to continue with Parameter Download?”

Figure 11: PDL Download Prompt

Do vou want to continue with Parameter Download?

Parameter D ownload
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Requesting PDL Download

2 Select No to abandon the PDL Download request or select Yes to request the HPS-Dallas
CITGO network for the PDL Download. Passport provides status of the PDL Download
request on the MWS screen.

Figure 12: Successful PDL Download Request

FOLREQUESTED SUCCESSFULLY - SEE NETWORK STATUS

3 When Passport receives the PDL, it stores the file until the next Store Close. For new
installations in which Passport requests an initial PDL, Passport applies the PDL immediately.

To review the PDL information sent from the network to Passport, view or print the
Network Configuration Report.
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Requesting E-Mail

Requesting E-Mail

The network can communicate with store personnel by transmitting e-mail messages. To
access e-mail messages, proceed as follows:

1 From the MWS main menu, go to Setup > Network > HPS > Email Request. Passport
prompts: “Do you want to continue with Email Request?”

Figure 13: E-Mail Request Prompt

Do you want to Gontinue with Email Fequest?

Email Request

2 Select Yes to submit the request. Passport prompts: “Retrieve all of today’s mail?”

Figure 14: All Mail Prompt

Rietiieve Al OF Todays Mail?

Email Request

Cancel

3 Select Yes to retrieve all of today’s mail. Select No to retrieve only the unread mail.
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Bill of Lading

Bill of Lading

The Bill of lading feature allows Passport to send fuel delivery information to CITGO
electronically through the MWS when the store receives fuel deliveries.

To send the fuel delivery information to CITGO, proceed as follows:

1 From the MWS main menu, go to Setup > Network > HPS > Bill of Lading. The Bill of
Lading screen opens.

Figure 15: Bill of Lading Screen

NetVolume forthe first product
0321 P
01/21/2008 5 e .
Bl Of Ladng |
flp.m1 h{ Froduet 2 V Prodct3 y Product 4 V Products V Product & \L ﬂ]
Delivery Data(mmdyy) Save
072108 g
Bill Of Lading Number Cancel
12345678
Product Code #1
001
Gross Volume for Product #1
055
NetYolume for Product #1
555
e

2 Complete these fields, one tab for each fuel product or Bill of Lading that you want to send to
the CITGO network.

Fields on the Bill of Lading Screen tabs

Field Description Length
Delivery Date Date the fuel delivery was made. 6

Bill of Lading Number Bill of Lading number from the fuel delivery invoice. 6-8
Product Code #1 PCATS Product code for the fuel grade delivered. 2-8
Gross Volume for Product #1 Gross fuel volume delivered (optional). 0-6
Net Volume for Product #1 Net fuel volume delivered. 4-6

The remaining tabs (Product 2 through Product 6) each contain similar fields. Complete these
tabs, as necessary, for additional fuel products or bills of lading.

3 After entering the fuel delivery information, press Save. Passport sends the Fuel Volume
information to the HPS-Dallas CITGO network and prints a report of the fuel delivery
information.
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Comm Test

Comm Test

The Comm Test feature allows a site to validate that the HPS Network TCP/IP with TLS
is online and working.

To validate, proceed as follows:
1 From the MWS main menu, go to Setup > Network > HPS > Comm Test.

2 When Passport is online with the HPS-Dallas network, the following message is displayed.
(see Figure 16).

Figure 16: Comm Test Screen
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CITGO Setup for FIS Loyalty

CITGO Setup for FIS Loyalty

FIS Payment Card as Loyalty

Passport supports a single swipe or insertion of a payment card that also serves as a loyalty
card when paired with FIS Global Business Solutions Loyalty program. The FIS payment
loyalty program can be used in the same transaction with another loyalty program, which
allows multiple loyalty discounts in a single transaction. FIS Loyalty is not supported for
inside payment transactions.

IMPORTANT INFORMATION

The merchant must contract with FIS to perform necessary onboarding processes
before configuring the FIS Loyalty on Passport. The site’s router/firewall devices must
also be updated to allow messages to be sent to FIS. If using an Acumera SZR,
certified technicians should contact Acumera to have the required router rules
enabled; site personnel should contact Gilbarco’s Help Desk. If not using an Acumera
SZR, contact the site’s MNSP. Any other firewall device(s) at the site might also need
to be updated.

General Tab
To configure properties in the General tab, proceed as follows:

1 From the MWS main menu, go to Setup > Store > Loyalty Interface > General.
Enter the settings as shown in the following screen.

Figure 17: Loyalty Configuration - Page 1

The loyalty provider name

Loyalty Configuration

., TLS Parameters l
"ﬁ | s | V Reosps 4/ Pompls 4/ Lopaly CartMak
Lovalty Provider Name ‘F\S
Loyalty Provider Type |GenEnE j
Enabled Yes ®
Site Identifier CITO0037502016
HostIP Address. 50.57.1.200
Part Mumber 43000
Allow manual entry outside MNo b
Allaw cashier to auth prepay only pump  |No -
Allow instant rewards outside No -
Send all transactions 1o loyalty provider ,Nu_ﬂ
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CITGO Setup for FIS Loyalty

CITGO Setup

Field Setting
Loyalty Provider Name FIS

Loyalty Provider Type Generic
Enabled Yes

Site Identifier Obtain from CITGO or FIS
Host IP Address 50.57.1.201
Port Number 43003
Allow manual entry outside No

Allow cashier to auth prepay only pump No

Allow instant rewards outside No

Send all transaction to loyalty provider No

2 Select Page 2 and, enter the settings as shown in the following screen.

Figure 18: Loyalty Configuration - Page 2

This option will allow to use payment cards as loyalty on cutside terminals, enabling this
option will disable the use of configured masks

Loyalty Configuration

I 7LS Parameters \
I
ﬂ | General | \/’ Rscsints V’ Prompts \f" Loty Card Mask \

‘d-/PagET \

Loyalty Intetace YVersion ‘Gilbarcu v1.0 j
24hr Lowalty period cut tirme ’EII]T

Allow transponder as loyalty ID Mo hd

Loyalty Vendor ‘FIS j

Use Payment Cards

Field Setting
Loyalty Interface Version Gilbarco v1.0
24hr Loyalty period cut time 00:00

Allow transponder as loyalty ID No

Loyalty Vendor FIS

Use Payment Cards Yes

Note: When a FIS payment loyalty provider is configured and the option “Use Payment
Cards” is set to “Yes”, the Loyalty Card Mask tab is not configured. When Passport is
connected to the FIS host the payment card bin ranges are sent from the FIS Host.
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CITGO Setup for FIS Loyalty

TLS Parameters Tab

Select the TLS Parameters tab from the Loyalty Configuration screen and, enter the settings
as shown in the following screen.

Figure 19: TLS Parameters

Enable TLS connection for loyalty provider e
Loyalty Configuration
f General 4 Freceipts ‘{ Prampts | Loyally Card Mask
f TLS Parameters | ‘ ‘

Ensble TLS [ -

TLS Certficate Name |*Ioyaltyretairewards.com

OCSP Mode MNone =

b e

Field Setting

Enable TLS Yes

TLS Certificate Name * LOYALTYRETAILREWARDS.COM
OCSP Mode None
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CITGO Setup for FIS Loyalty

Receipts Tab

Select the Receipts tab from the Loyalty Configuration screen and, enter the settings as shown
in the following screen.

Figure 20: Receipts Tab

2

 [FSLoyaly Unavaiable o o
- |FIS Lyﬁ\ry Una\/a\\a\e - -
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CITGO Setup for FIS Loyalty

Prompts Tab

Select the Prompts tab from the Loyalty Configuration screen and, enter the settings as shown

in the following screen.

Figure 21: Prompts Tab

Prompt customer to Insert Loyalty ID at the Outside Payment Terminals (OPT)

Loyalty Configuration

[ TLS Parameters \
I

J(’ EaTa V’ PR \ﬁ’l Frntrs |\/" Loyalty Card Mask. \

FOS prompt attender |Never
Promptfor Lovalty Offline Inside No i
Frompt for Lovalty Offline Outside No -

Frompt customer to Insert Card Outside  |Ma =

El

ix |ia

Field Setting
POS prompt at tender Never
Prompt for Loyalty Offline Inside No
Prompt for Loyalty Offline Outside No
Prompt customer to Insert Card Outside No
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CITGO Setup for FIS Loyalty

Loyalty Card Mask Tab

1 Select the Loyalty Card Mask tab from the Loyalty Configuration screen and, enter the settings
as shown in the following screen.

Note: When a FIS payment loyalty provider is configured and the option “Use Payment Cards” is
set to “Yes”, the Loyalty Card Mask tab is not configured. When Passport is connected to
the FIS host the payment card bin ranges are sent from the FIS Host.

Figure 22: Loyalty Card Mask Tab

2 Select Save.
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CITGO Setup for FIS Loyalty

3 To validate connection and BIN download, review the FIS Loyalty Interface Configuration

Report.

Figure 23: FIS Loyalty Interface Configuration Report

FIS Loyalty Interface Configuration Report

Site |D: CITODO3TE02016
Report created: 11/20/2019 10:03:51 AM

Loyalty Interface Configuration

General

Layalty Provider Name: FIS

Enabled: Yes

Site Identifier. CITOO037502016

Host IP Address: 50.57.1.200

Fort Number; 43000

Loyalty Interface Version: Gilbarco vi1.0
Allow Transponder as Loyalty 1D: No
Accepl Paymant Cards: True

Receipts
Always print inside loyalty receipt: Yes
Ahlways print outside loyalty receipt; Yes

Inside offine receipt ling 1: FIS Layalty Unavailable

Inside offine receipt line 2:
Inside offiine receipt line 3:

‘Outside offiine receipt line 1: FIS Loyalty Unavallable

Dutside offiing receip: ling 2:
Quiside offine receipt line 3:

Prompts

POS prompt at tender: Never

Prompt for Layalty Offline Inside: No

Prompt for Loyalty Offfine Outside: Mo
Prompt Customer to Insert Card Outside; Mo

TLS Parameters

TLE Enabled: True

TLE Certificate Mame: * |loyaltyretalirewards com
QCSP Mode: 0

BIN Ranges table
Wersion: 775
Number of records; 978

Loyalty Card Masks
Loyalty Mask

Laoyalty Provider Type: Generic

Allow manual antry cutside: No

Alaw cashier to auth prepay only pump: No
Alow instant rewards outside: Mo

Send all transactions to Loyalty Provider: No
24hr Loyalty period cut time: 00:00

Loyalty Vendor Name: FIS
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Network Journal Report

Network Journal Report

This report shows network journal entries for regular network transactions, as well as
settlement and communication issues. The Network Journal Report configuration screen
allows you to filter by various criteria, such as Date and Time, Exceptions, Source, Journal
Type, and specific Journal Text. The store manager can use the Network Journal Report as an
aid in searching for disputed transactions.

Figure 24: Network Journal Report Screen

O ™ [

Metwork Download
Period Close
Financial Transactions
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Network Journal Report

Figure 25: Network Journal Report

Network Journal Report

Mega Mart

STORE # 587634321098

OPERATOR NAME Area Manager
OPERATORID 91

SOFTWARE VERSION 99.9024.01 DB170307
CITGO

REPORT FRINTED 03/00/2017 4:42:25PM

DATE: 03/01/2017 6:30AM TO 03/09/2017 0:58PM
SOURCE: Al
JOURNAL TYPE: Al
EXCEPTION: Al
SEARCH STRING:
SORT BY: Time
TIME SOURCE TYPE EXC NETWORK  JOURNAL TEXT
2017/03/09 Other Finamcial Transactions Mo HPS Dalls +i++ Conspla 2+t | 1:5T:45 bt
12:38:21 <~BCHAR=2T 2C++* MANUAL ENTEY
e+ BECHAR=1T]1C
<~BCHAR=2720%+#* FLEETWIDE
vk BCHAR=2T]1C
INW £ 125745 309017
ACCT = I0C000E 20000 3000005
ODM = 12343
WON-FUEL ITEME 0.01
EEFERENCE =01000020338
AUTH =00 APEVL #TH1316 TOTAL §$0.01
201703109 Other Finmcizl Transactions Mo HPS Dalls +ibt CRIND § 3 #4444+ | 1:50:0] ++bbveses
12:50:27 <-BCHAR=172C+*REPEATED CARD

USE*<~-ECHAR=1T]1C

Z~BCHARSITACHwewees \[IC wwtserrs BCHARS2T|IC
INW £ 123001 3/09017

ACCT = 3000( 3000( 3000 049

FUEL ITEMS 1.620G / ¥1.000 1.62

REFERENCE 56000020329

AUTH =00 APRVL =I{6G24 TOTAL §1.62
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Network Reports

Network Reports

Network reports show data on transactions transmitted to the HPS-Dallas CITGO network.
Some network reports provide information on the status of transactions while others provide
summary amounts for transmitted transactions. Each report prints with a heading that includes
the name of the report, the date, and time the report was printed.

The following network reports are available:

Report Name Shift Close Store Close Current Secure
Batch Detail by Day Report v v

Batch Detail Report v 4

Batch Summary Report*
Card Conflicts Report

Electronic Mail Report
EMV Chip Fallback Report
EMV Configuration Report v

XXX

Network Configuration Report v
Network Credit Refund Report

Network Day Report*

Network Manual Entries Report

Network POS Events Report

Network Shift Report* v
Non-POS Report

POS Host Refusal Minor Report

XXX

AN

AN

NN N NN RN NN

POS Transaction Statistics Report

Site Level Card Based Fuel Discounts v

*This report should be printed on each Store Close or Batch Close and read closely.

IMPORTANT INFORMATION

Secure reports may contain sensitive customer data, such as card account number
and expiration date. These reports are password protected and available to print on
demand only. For additional information on secure reports, refer to MDE-5487
Passport™ EDH (HPS-Dallas) V10.24 Implementation Guide for PA-DSS V3.2
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Network Reports

Batch Detail by Day Report

The Batch Detail by Day Report is available at Store Close and contains all detail necessary to
reconstruct a transaction for the day. This report also contains a breakdown of all prepaid card
activations and recharges. Figure 26 shows a sample of the non-secure version of the Batch

Detail Report, which prints the account numbers masked except for the last four digits.

A secure version prints the account numbers unmasked.

Figure 26: Batch Detail by Day Report

Batch Detail By Day Report
Dealer Number: 99999929999 Terminal Id: |
Batch #2
Invoice Number Date Aceount Number Code Card Type Exp.Date Odometer
Reference # Auth Code Approval Sales Amt Receipt # Vehicle Namber
104257 042/13/2020 KENX XXX XAXX 0119 VISA L9804
$3000020016 o0 AVLTIE £10.00 CONS1-38
104344 02/13/2020 KN XOOOUNNXK 0119 +VISA HRAX
GR000020028% (1] Fe1UXR 511.28 CRINDI-0
104225 02/13/2020 JOOIN XXX XNXX 4111 M/C UK
95000020032 Lil13 34L078 $10.00 CONSI-37

+ indicates Repeated Card Use * indicates Manual Entry

() indicates negative total or credit memo ¥ indicates Voice Authorization
Batch Totals
Card Category Type Count Amount
CREDIT 3 33128
Total: 3 §3128
Card Type Count Amount
M/C 3 $10.00
VISA 2 $21.28
Total: 3 53128
Prepaid Card Activations/Recharges
Date/Time AccountNumber ApprovalCode STAN TransType Amount
No Data Available
MetroSplash Card Activations
Date/Time AccountNumber ApprovalCode STAN Amount
No Data Available
Page 1 of 1
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Network Reports

Batch Detail Report

The Batch Detail report is available at Shift Close and contains all detail necessary to
reconstruct a transaction for the shift. This report also contains a breakdown of all prepaid card
activations and recharges. Figure 27 shows a sample of the non-secure version of the Batch
Detail Report, which prints the account numbers masked except for the last four digits. A
secure version prints the account numbers unmasked.

Figure 27: Batch Detail Report

Batch Detail Report

Dealer Number: 99999999699 Terminal Td: 1
Batch #2
Invoice Date Account Number Code Card Type Exp.Date Odometer
Reference # Auth Code Approval Sales Amt Receipt # Vehicle Number
104257 02/13/2020 XXX XXX XXXX 0119 VISA XXIXX
G5000020016 i3} IVLTIR $10.00 CONS1-38
104344 02/13/2020 KEKX HHEN XXXX 0119 +VISA pt 044
98000020028 oo F42UXR $I1.28 CRINDI-0
104225 02/13/2020 KXXXK XKXXX XXXX 4111 MiC XXX
B5000020032 00 34L0IS 310.00 CONS1-37
+ mdicates Repeated Card Use ® indicates Manua! Entry
() indicates negative total or credit memo V indicates Voice Authorization
Batch Totals
Card Caiegory Type Count Amount
CREDIT 3 331.28
Total: 3 33128
Card Type Count Amounnt
M/C 1 $10.00
VISA 2 §21.28
Total: 3 $31.28
Prepaid Card Activations/Recharges
Date/Time AccountNumber ApprovalCode STAN Trans Type Amount
No Data Available
MetroSplash Card Activations
Date/Time AccountNumber ApprovalCode STAN Amount
No Data Available
Page 1 of 1
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Network Reports

Batch Summary Report

The Batch Summary Report prints at Store Close to provide totals for the current batch.

Figure 28: Batch Summary Report

Batch Summary Report

Network Dav# 1 From-03/09/17 06:30 to: 03/09/17 06:36
Dealer Number: (0066666666 Terminal Id: 1
Batch MNumber Closing Date Batch Amount Batch Status
Total
1 03-09-17 $0.00 ABANDONED

End of Day Total:

$0.00
+ Indicated Batch{es) not part of Cwrrent End Of Day Total

Notes: 1) When the fallback file is more than 50% full, a message similar to “WARNING:
There are 240 transactions in fallback which is 60% full " is displayed at the end of
the Batch Summary Report.

2) When the message, “FINAL OUT-OF-BALANCE” is displayed, call the CITGO Help
Desk at 1-800-533-3421 for procedures to process the batch manually.

Card Conflicts Report

Card conflicts can occur when a card configured for acceptance in Auxiliary Network Card
Configuration processes through the HPS-Dallas network, or a card configured for acceptance
by the HPS-Dallas network processes through the Auxiliary Network. This report provides
information on transactions affected by card conflicts.

Figure 29: Card Conflict Report

Card Conflict Report - Network Shaft from 3/972017 6:30:26AM to 3/92017 6:36:13AM

I:suer Name - Izsuer Name - Conflict Instances
Processing Network Confizured Network (current period)
MO DATA TOREPORT
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Network Reports

Electronic Mail Report

The Electronic Mail Report records all electronic mail messages received from HPS-Dallas
during the Day period.

Figure 30: Electronic Mail Report

Electronic AMail Report
Dealer Mumber: 00066666666 Temmumal Id: 1
Network Day# 1 From:03/0%17 06:30 to:03/09/17 06:36

03/0972017 DEALEF # 00066666666 06:36:27
*170309*02\ 100000000004

030972017 DEALEF. # 00066666666 06:36:52
*170305*02 10000000000

EMV Chip Fallback Report
The EMV Chip Fallback Report provides information on EMV transactions that occurred

during a specific network day.

Figure 31: EMV Chip Fallback Report

EMY Chip Fallback Repor

Netwrark Day #1 From 03/09/2017 6:30-26AM to 03/09/2017 6-36-13AM

TOTAL EMV/CHIP CARD TRANSACTIONS: 999
FALIBACK TRANS % OF CHIP TRANS
TOTAL o 0.8%
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Network Reports

EMV Configuration Report

This report provides information regarding EMV processing parameters for each EMV card
AID Passport supports, along with the fields programmed in the MWS > Set Up > Network >

HPS > Global Network Parameters > EMV Parameters tab.

Figure 32: EMV Configuration Report

EMYV Configuration Report

Report created: 03/09/2017 04:23:13 PM

Network Configuration Values

US Common Debit Praferred: True
Additional Terminal Capabilities: FOOOF0ADOL
Indoor EMV Fallback Allowed: Yes
Outdoor EMV Fallback Allowed: Yes

Terminal Configuration Values
Terminal EMV Version

REGISTER 1
REGISTER.2

Configuration Values

Software Version

American Express Credit - Indoor
(ATD: AG0000002501)

AID Activated: 2
Term Country:
Add] Capability:

TAC Defiult 0000000000
TAC Onhine 0000000000
Trans Curr Exp:

App Ver Num Pn: 0001

Tem Floor Lim: 0

Rand Sel Max%: 0
AllowFallback True

Term Capability:
Term Currency:
Merch Cat Code:
TAC Denial:
Partial Select
Trans Cat Code:
PSPLd:

Rand Sel Thresh:
Rand Sel Target¥:
AllowPINBypass:

-—- CONTACTLESS PARAMETERS ——

Application Selection:  True

MSD App Version 0001
Number

Transaction Types: 8000
Teminal Floor Limit: 0
Transaction Limit- 15

TAC Online: C400000000
TQ: DSE00000

App Version Number:
App Country Code:

Terminal Capabilities
CVM Limit

TAC Denial-

TAC Default-

Term Risk Managment
TQ

Dafault TDOL: Racsipt Limit
Below Temm EOFSCS Above Term
Capabilities Capabilities
Flash MTI: 00 Flash TOS:
Flash TTL Flash TCRRL:
-—— CAPK ——

CAPKI Index c1 CAPK1 Exp Date
CAPK2 Index c1 CAPK?2 Exp Date

American Express Credit - Outdoor

(AID: AD0000002501)

AID Activared: 4 Term Capability
Term Country- Term Cumrency
Addl Capability: Merch Cat Code:
TAC Dafault: 0000000000 TAC Denial:
TAC Online 0000000000 Partial Select
Trans Cur Exp Trans Cat Code:
App Ver Num Pri 0001 PSFId
Tem Floor Lim: o Rand Sel Thresh:
Rand Sel Max®% 0 Rand Sel Target%

AllowFallback True

AllowPINBypass:

-—- CONTACTLESS PARAMETERS ——

Application Selection:  True

MSD App Version 0001
Mumber

Transaction Types: 8000
Termmal Floor Limit: 0
Transaction Limit: o

TAC Online: C400000000
TTG 00000000

Default TDOL:

Below Term EOFSCS
Capabilities

Flash MTI 0o
Flash TTIL:

CAPKI Index: c1
CAPK? Index: c1
CAPKI11 Index: cA
CAPKI1?2 Index: CA

App Version Number:
App Country Code

Terminal Capabilities:
CVM Limst

TAC Denial:

TAC Default:

Term Risk Manszment

CAPEK] Exp Date:
CAPK2 Exp Date:

CAPKI11 Exp Date:
CAPK12 Exp Date:

EQFSCE

5311

0001
0

E0ASCS

10
DDDD0COO0D
DCS0840000

2020-12-31
2020-12-31

60DSCE

3311

EOBSCE

0000000000
DC50840000

EQF8CE

o

2020-12-31

2020-12-31

2020-12-31
2020-12-31
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Network Configuration Report

The Network Configuration Report provides the current and pending, if applicable, settings
and dealer information received from HPS-Dallas.

Figure 33: Network Configuration Report

Network Confizuration Report
Current Network Value:
Conpary Number iy Dealer Name Sunny's Friendly Station
Deealer Mumber 00066665556 and Address 7300 West Friendly Avenue
Termumal Id 1 Greensboro NC
Batch Size 5 PDL Version 015
Metwork Comnection TCP
Diownload Phone #
Promary Phone #
Secondary Phone 3
Dhizl Init Strimg ATEFOVIEOSHO&Q6HCHASI T=5820
Modem Registers ATST=13510=2511=30525=0&T0
Dhzl Header / Trasler ATDT
Modem COM Port 0
Modem Band Rate 1200
Dhal Access Code
Download IP / Part 105486 10200
Primary IP / Part 105486 10200
Secondary IP / Port 105486 10200
A B C D E F G H I I E L M Eeferral =
AMEX No 0 Yes 000 O 2 5 Mo No No HNo No 0
CITGOBUSSELECT Ne 50 Yes 5000 O 0 5 Mo No No No Ne 0
CITGOBUSINESS No 30 Yes 3000 0 0 3 Mo No No HNo No 0
CITGOFLEET No 50 Yes 5000 30 2 II No No No Mo MNo 0
CITGOPLUS Mo 50 Yes 100 30 2 5 Mo No No Ho No 0
CIMGOUMIVERSAL Ne 50 Yes 5000 0O 0 S Mo No No No Ne 0
DEBIT Ne 0 N 000 O 0 0 NMe Mo Ne Mo Mo 0
DISCOVER. Ne 0 Yes 000 O 2 5 No No Ne No Ne 0
DISCOVER. Ne 0 Mo 000 O 2 5% MNo No No No No 0
DICOVER. Ne 0 Yes 000 O 2 5 No No Ne MNo Mo 0
FLEETCNE Yes 0 No 99900 9% 2 5 No No No No No 0
FLEETWIDE L] No 99900 99 2 5 No No No HNo MNo 0
FUELMAN C] No 99900 9¥ 2 5 No No Ne No Ne 0
MIC Ne 0 Yes 000 O 2 1 Mo No No Noe Neo 0
MUCFLEET Ne 0 Yes 000 O 2 X No Mo No HNo MNo 0
METROSFLASH Ne 50 MNo 3000 100 2 11 No No Ne No MNe 0
PREPAID Ne 50 Mo 3000 100 2 11 Mo No No No Ne 0
VIsA NMe 0 Yes 000 0 2 % No No Ne Mo Mo 0
VISAFLEET Ne 0 Yes 100 0 0 11 No No No No No 0
VOYAGER Ne 50 VYes 3000 100 2 5% MNo No Ne No Ne 0
WEX NMe 50 Yes 5000 0 0 5 No No Ne Mo Mo 0
WEXFL Ne 30 Yes 5000 0O 0 5 No No No No No 0
Man Entry Flaz 0
Actrvation Lunts 500 30000
Feecharge Limits 500 30000
Cashback Lamits 00 3500 0.01
Cazhback Fee 000
Delbit Transaction Fee 000
Mezch Limit Wam Ves
Camection Memo Info 0 000000
WEX PL Mack GR004600*
WEH PL Mask 07138
Feceipt Macking 3
Diebit Enabled Falze
Diebit Pre-Auth Amount 000
Dbt CRDVD Recaipt 0
PREPAID CARD Enzbled Falze
FREPAID CARD Pre-Auth Amount S0.00
PREPAID CARD CRIND Racapt 2
MetroSplash CARD Actration Enablad False
MetroSplash Sales Enabled True
MeatroSplazh CARD Pre-Auth Amount S0.00
MetroSplash CARD CRIND Receipt 2
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Network Credit Refund Report
The Network Credit Refund Report is available for each day period and lists each credit refund
transaction.

Figure 34: Network Credit Refund Report

Network Credit Refund Report
Dealer Number: 99999999999 Terminal Td-1

Network Day#: 1 From: 03.29/17 05:08 t0:03/30/17 05:52
Time Date  Account Number Card Type Reference Amount
05:13:43 03.29 X000 X0 XXX 0013 VISAFLT 97080010040 $34.77
05:17:22 03/29 ZOOO{ X000 XXX 0029 VISA 97080010059 $43.09
05:23:09 03/29 030003000000 X0000 AMEX 97080010197 $75.00

Network Day Report
The Network Day Report is available for each day period and provides network totals for the
specified day period.

Figure 35: Network Day Report
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Network Manual Entries Report

The Network Manual Entries Report is available for each day period and lists all network
transactions for which the customer manually entered card information. Figure 36 shows a
sample of the secure version of the Network Manual Entries Report. The non-secure version
prints the account number masked except the last four digits.

Figure 36: Network Manual Entries Report

Network Manual Entries Report
Dealer Number: 00003331212 Terminal ID: 1

Network Day = 1 From: 03/09/17 06:30 to: 03/10/17 06:36

Time Date Account Number Card Type Reference Amount
13:08:13  03/09 4900 0000 00000000 VISA 01000130132 $43.00
13:09:28  03/09 4838 3358 83388838 VISA 12345673201 534.87

Network POS Events

The Network POS Events Report provides a list of significant POS processing events. This
report records the following events:
» Network Response Errors
» Hot Catch-up Start and End
* PDL Messages
Out of Balance Batches
Batch Removal
Fallback File Full Conditions

Figure 37: Network POS Events

Network POS Events
Dezler Number: 00066666666 Terminal ID: 1

EvenfDate EvenfText

03/09/17 02:18:26PM POS Site Configuration Message Failed (Invalid Host Response Code) - Call Help Dazk
03/09/17 01:48:26PM Fesponse Emor (Msg Seq Mum 1) Mot Commected

03109717 07-08:24AM POS Site Configuration Message Succeaded

03/09717 06:50:4TAM POS Site Configuration Message Failed (Invalid Host Response Code) - Call Help Dazk
03109717 06:31:03AM Pending PDL Recerved

03109717 06:30:30AM Pending PDL Recerved
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Network Shift Report

The Network Shift Report is available for shift periods and provides network transaction
information for the shift. Information includes batch summary totals, card category totals
(CREDIT, CREDIT REFUND, DEBIT, PREPAID), and summary count and dollar amount

totals by card type.

Figure 38: Network Shift Report

Nerwork Shift Eeport
Dealer Number: 00111222333 Terminal 131
Merwork Shift 2 5 From: 3/09/2017 3:50:42PM To: 3/09/2017 11:49:27PM
Batch Nimmibar Tims Count § Amemmt
& 172349 10 #el7
Card Category Coumt § Amounr
CREDAT 10 Hl7
Shift Toml
10 ez
Card Type Count $ Amonnt
CITGOBUSL 3 52446
MC 3 $10:00
CITGO UNIV 4 §9.71
115A 1 §5.00
Shift Toeal :
] 017

Non-POS Report

The Non-POS Report is available for day periods and provides information on all credit card
transactions not processed by the HPS-Dallas CITGO network, such as Imprinter transactions.

Figure 39: Non-POS Report

Nom Po: Report

Tine Date Aecount Mumber Card Type Recempt # Amount
09:33:32 3017 JODD{ 3000 IDDDI 1114 VISA 2100011 §7.51
13:5402 30017 OO 000 XEEX 15T VISA 2100048 $15.76
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POS Host Refusal Minor Report

The POS Host Refusal Minor Report is available for shift periods and provides information on
transactions refused by the HPS-Dallas CITGO network. The non-secure version prints the
account number masked except for the last four digits. This report includes transactions denied
for the following reasons:

* Host refusal at any pay point (in-store or at the pump)

 Conditional approval at the CRIND

» Conditional approval was granted at the POS, and the cashier elected to cancel the sale

rather than continue (repeat card use not included).

Figure 40: POS Host Refusal Minor Report

PO Host Refusal Minor Report

Dealer Number: (0111222333 Terminal Id: 1
Natwork Davs 6 From: 03/12/17 13:39 to 03/13/17 17:28

Time Date Account Number Card Type RespCode  Host Refusal Message
17:24:37 0312 JCCOOOCOODOOOT0N CITGO UNIVE 0l INWVALID VEHICLE NUMB
17:25:01 03/12 prs s et re et CITGO UNIVE 06 06 - TRANSACTION DEC

POS Transaction Statistics Report

This report provides summary count and percentage of network transactions, based on entry
method, such as Manual, Swiped, MSD Contactless, EMV Contact, Swiped Fallback, Manual
Fallback, and EMV Contactless.

Figure 41: POS Transaction Statistics Report

Dealer Number- (0066666666
Network Day: 1

Open: 03/092017 6:30:26AM
Close: 03/092017 6:36:13AM

TOTAL TRANSACTIONS: 0

ENTRY MODE TRANSACTIONS % OF TRANSACTIONS
Manual 0 0

Swiped

MED contactless
EMV contact
Swiped fallback
Mamual fallback
EMV contaciless

oo e o
oo oocoo

TERMINAL DETAIL EMV CARD READ FAILURES

No card read failures.
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Site Level Card Based Fuel Discounts Report

The Site Level Card Based Fuel Discounts report is available on demand. It provides
programming information for fuel discount by network card type as programmed in

MWS > Set Up > Network > HPS > Fuel Discount Configuration.

Figure 42: Site Level Card Based Fuel Discounts Report

Site Level Card Based Fuel Discounts
Report created: (3/09/2017 05:00:07 PM

‘Card Record

American Express
CITGO Business
CITGO Business Select
Cigo Cash

Citzo Fleet

Citzo Plus

CITGO Universal
Dbt

DiscoverNovus
MzsterCard
MasterCard Fleat
MASTERCARD-DINERSINT
Metrosplash

Visa

Visa Fleet

Viyager

Wright Express

Discount Group

FuelDiscomwnt
HONE
HONE
HONE
HONE
HONE
HONE
HONE
HONE
HONE
HONE
HONE
HONE
KONE
KONE
KONE
KONE
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CWS Network Functions

CWS Network Functions

The Network Functions screen contains the Network Status window and the Network
Functions buttons. On this screen, you may view the Network Status and access the following
tools:

» Batch Close

» Balance Request

* Electronic Mail

¢ Comm Test

Accessing Network Functions
You can access the Network Status screen in one of the following ways:
* Select the Network Status Indicator when it is displayed on the message bar.
For more information, refer to “Checking Network Status™ on page 48.
* From the CWS idle screen, go to More > Network Functions.

Figure 43: Network Functions Button

/ = 2
415 e
** Begin Transaction s= ﬁ 7 8
REGULAR CA on 2
a $1.00 / 0 00
Z1 = =] & |5 =
= 2 -, . Lm::_A_ﬁ(:lf Lock Recelpt ! Hetwork
sale Completed = Pai R Seal Fun!
. . - -
Credit $1.88 — @ 2, ﬁ ﬂ% - ‘
=% End Transaction x| n Paid Ou Close Ti 3 :

— == —= =

lism  Press the speed keys to enter items. 5
S ) Y B
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CWS Network Functions

Figure 44: Network Status Indicator

== Begin Transaction ==

REGULAR CA on 2
5100

Sale Campleted
Credit $1.00

== End Transaction ==

Picsimi  Press the speed keys to ente

r items.

With either action, the Network Status screen opens.

Figure 45: Cashier Work Station Network Status Screen

NETWORK STATUS

** Begin Transaction **

HPS DALLAS:

Yarts 99 NETWORK ONLINE
$200.00
“redit $96.83

5-5103.17 DUE/
VELECT MOP
** Trans Voided **

BL_%;lH O BAE‘I‘%C E

CLOSE COMM TEST ~ REQUEST

?

H
HELP

13(23{2019

pomy Please enter the department items. DROP

HE & E

PREPAY FRESET MANUAL RECEPT

1A AUTH

The Network Status screen provides information on all networks connected to Passport.
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CWS Network Functions

Checking Network Status

The Network Status tool allows you to view a record of network events such as
communication errors that occurred. Each network event is assigned a severity rating

(low, medium, or high). When a new event occurs and has been added to the list, the Network
Status button is also updated. The color of the Network Status button indicates the severity of
the rating of the event:

Color Severity
Green Low
Yellow Medium
Red High

If multiple events occur, the color of the Network Status button indicates the highest severity
rating of the events. The Network Status button color changes when an event is corrected or
after a pre-determined time.

Performing a Batch Close

A network batch close may occur automatically after a certain number of transactions. You
also may perform a batch close at any time outside a sales transaction by selecting the Batch
Close button.

You can perform a batch close whenever you are not in a transaction. On the Network
Functions screen, select Batch Close. The message, “Processing Batch Close. Please Wait.” is
displayed on the message bar.

The Batch Close Report is available through MWS. The Batch Close Report prints at Shift
close as part of the Shift Report if the manager has selected it as part of the Shift Close list of
reports in Period Maintenance.

Receiving E-mail from CWS

Passport notifies you when it receives an e-mail from the HPS-Dallas CITGO network.
Passport saves all e-mails for 60 days.
Note: You can receive an electronic mail only; you cannot send one.

On the Network Functions screen, select E-mail. The prompt, “Retrieve all of today's mail?”
is displayed.

2 Select Yes to retrieve all the current day’s mail. Select No to retrieve only the unread mail. The

mail prints on the receipt printer.

Checking Cash Card Balance

To find out how much money is available on a cash card, proceed as follows:

1 On the Network Functions screen, select Balance Request.
2 Swipe the cash card.

3 The balance is displayed and Passport prints a customer receipt with the balance amount.

Page 48
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Checking Comm Test

To test communications with the HPS-Dallas network, proceed as follows:
From the Network Status screen, select COMM TEST (see Figure 45 on page 47).

If Passport is communicating properly with the HPS-Dallas network, the following
message is displayed:

Figure 46: Comm Test Screen

PARTS  REPAIRS

** Begin Transaction **

arts 99
$200.00
redit $96.83
5-$103.17 DUE /
ELECT MOP HOTDOG  MISC+TAX = LABOR

** Trans Voided **

DEPT 13 DEPT 14 DEPT 15 DEPT 16 0 O O

o

PRICE CHECK SAFE DROP

w O ®

LOYALTY NO SALE REFUND

s Connected to host

H B

PREPAY PRESET MAMUAL RECEIPT

1A AUTH
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Appendix A: Network Events Messages

Message Priority Meaning

Network Connection Offline N/A For TCP/IP (satellite) locations, this message means that a
previous message expired and the site is waiting for
confirmation that Passport is connected to the HPS-Dallas
CITGO network. The message will clear when the network
connection is confirmed or re-established.

Unread Mail Pending Low Mail has been received and is waiting to be printed. The
message will clear when the mail is printed.

Pending PDL Received Medium Anew PDL has been received. Perform a Store close to update
the PDL. The message will then clear.

PDL Error - Call Help Desk Medium The system has attempted to request a PDL from the
HPS-Dallas CITGO network, but has failed. Check the network
connection, then call the HPS-Dallas Help Desk and ask that
the PDL be re-sent. The message will clear when the PDL is
successfully downloaded.

70-70-79 Data Error - Call Help Medium A data collect error has occurred. Call the HPS-Dallas Help
Desk Desk for help.

Fallback File Warning - Call Help  Medium This message indicates that the fallback file has 200 or more
Desk transactions in it. Check the network connection and call the

HPS-Dallas Help Desk for help in clearing transactions. When
the network connection is established and the fallback file has
fewer than 200 transactions in it, the message will clear.

Fallback File Full - Call Help Desk High This message indicates that the fallback file is full. Check the
network connection and call the HPS-Dallas Help Desk for help
in clearing transactions. When the file is no longer full, the
message will clear.
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Appendix B:

Upgrading to Passport V12

This section provides CITGO-specific information to the ASC for upgrading Passport.

IMPORTANT INFORMATION

If you are performing an upgrade and you are swapping out or installing new
VeriFone MX915 PIN Pads, do not install the PIN Pads until you have completed the
software upgrade.

Before beginning the upgrade, the ASC must perform the following:

Ensure that all dispenser software and firmware meet applicable requirements to support
loyalty and other fuel discounting functionality, including support of $0.000 PPU.

Print the Network Configuration Report. This will be helpful if a clean install is
required and to confirm all network settings, including Host Connection Type and other
parameters in Global Information.

Perform Store Close and ensure that all network transactions have completed by checking
the Batch Summary Report for fallback transaction information.

Call the CITGO Help Desk at 1-800-533-3421 to ensure that the Store Close is successful
and confirm the HPS-Dallas network is prepared to enable EMV PDL downloads or TLS.

After the upgrade, the ASC must perform the following:

Perform a PDL Download by going to MWS > Set Up > Network > HPS > PDL
Download. For more information on requesting PDL Download, refer to “Requesting
PDL Download” on page 20.

If the PDL download is successful, perform a Store Close. This triggers Passport to
activate the new PDL and update the card table, including any new card types.

Review the parameters on the EMV Parameters tab in MWS > Set Up > Network >
HPS > Global Info Editor with the merchant or store manager. Advise him to contact the
CITGO Help Desk at 1-800-533-3421 to discuss financial implications of the suggested
settings on this screen.

If installing a VeriFone MX915, Ingenico iSC250, or Ingenico iPP320 PIN Pad, ensure the
MWS > Set Up Register > Register Set Up > Device Configuration > EMYV Capable
field is selected.

If utilizing TCP/IP and TLS, call the CITGO Help Desk at 1-800-533-3421 to obtain new
IP addresses, IP ports, and TLS settings for network site configuration on Passport.

Print a new Site Level Card Based Fuel Discounts Report. If some card types no longer
have their fuel discount or if the manager wishes to target new card types with fuel
discounts, go to MWS > Set Up > Network > HPS > Fuel Discount Configuration and
update the fuel discounts accordingly. Select Save to save the changes to the Passport
database and exit.

If the merchant or store manager has operational questions outside Passport behavior, refer
them to the CITGO representative.
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American Express® is a registered trademark of American Express Co. Cisco® is a registered trademark of Cisco Systems Inc. CITGO® is a
registered trademark of CITGO Petroleum Corporation. CRIND® and Gilbarco® are registered trademarks of Gilbarco Inc. Discover® is a
registered trademark of Discover Financial Services. EchoSatsM is a service mark of Tower Communications Group Inc. EMV® is a
registered trademark of EMVCo LLC. Europay® and MasterCard® are registered trademarks of MasterCard International Inc. Fleet OnesM
is a service mark of Fleet Financial Group, Inc. FlexPay™, Insite360™, and Passport™ are trademark of Gilbarco Inc. FuelMan® is a
registered trademarks of FleetCor Technologies Operating Company LLC. GOLDSM is a service mark of Gilbarco Inc. Hughes® is a
registered trademark of The DIRECTV Group Inc. Ingenico®is a registered trademark of Groupe Ingenico. MultiTech® is a registered
trademark of Multi-Tech Systems Inc. SmartLink™ is a trademark of Heartland Payment Systems Inc. Veeder-Root® is a registered trademark
of Veeder-Root Company. VeriFone® is a registered trademarks of VeriFone Inc. Visa® is a registered trademark of Visa Inc. Voyager® is a
registered trademark of U.S. Bancorp Licensing Inc. Wright Express® is a registered trademark of Wright Express Financial Services
Corporation.
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