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Introduction

Purpose

IMPORTANT INFORMATION

Advance notice to the FDC network is required if the site is implementing indoor and/or
outdoor EMVe for the first time. At least two full days before the scheduled upgrade, advise
the merchant that he must contact the FDC network and explain that the site is
implementing an upgrade of Passport to enable EMV. The merchant should advise the
network representative of the date the upgrade is to take place and request that the
network prepare to enable EMV with appropriate parameter downloads on that date. Ask
the merchant to let you know if the network is unable or unwilling to make the necessary
preparations for enabling EMV for the store.

On the day of the scheduled upgrade, ask the merchant or store manager if he notified the
FDC network of the need to prepare to enable EMV network communication. If the
merchant or store manager has not notified the FDC network of the need to enable EMV
network communication, call the network on behalf of the merchant or store manager. Ask
the network representative if he can expedite enabling EMV functionality for the store
within four hours. If the network representative indicates he can prepare for enabling EMV
on the network within the next four hours, continue with the upgrade. Otherwise, consult
the merchant or store manager regarding your options, which are:

* Upgrade without enabling EMV and return later for the PDL Download to enable EMV.

 Arrange a later date for the upgrade, after the network has sufficient time to enable

EMV.

Intended Audience

The audience for this document includes merchants, cashiers, store managers, and
Passport-certified Gilbarco® Authorized Service Contractors (ASC).

MDE-5463A
Passport™ V12 Network Addendum
for ExxonMobil®

October 2019

This manual provides network-specific information for Passport™ systems at ExxonMobil®
stores that use the First Data™ Corporation (FDC) network.

Note: Leave this manual at the site for the manager’s reference. This manual is available for

download by Passport-certified ASCs on Gilbarco Online Documentation (GOLDsM),

REVIEW AND FULLY UNDERSTAND THIS MANUAL BEFORE BEGINNING TO
UPGRADE OR INSTALL PASSPORT V12 FOR EXXONMOBIL.
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Introduction

IMPORTANT INFORMATION

ExxonMobil Help Desk at 1-866-603-6483.

The store must review the ExxonMobil Card Guide, which explains the current features
and operation of the new network. When the recommendations of this manual and the
most recent Card Guide differ, store associates must follow the processes defined in the
ExxonMobil Card Guide. For a copy of the latest ExxonMobil Card Guide, contact the
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Introduction

Abbreviations and Acronyms

Term

Description

AID

Application Identifier

ANSI

American National Standards Institute

ASC

Authorized Service Contractor

AVS

Address Verification System

BW

Business Wholesaler

COM

Communication

CRIND®

Card Reader in Dispenser

Cws

Cashier Workstation

DUKPT

Derived Unique Key per Transaction

EDH

Enhanced Dispenser Hub

EMV

Europay®, MasterCarde®, and Visa®

FDC

First Data Corporation

GDS

Gilbarco Deployment Service

GOLD

Gilbarco Online Documentation

IDU

Indoor Unit

MWS

Manager Workstation

PCATS

Petroleum Convenience Alliance for Technology Standards

PDL

Parameter Download

PLU

Price Look Up

POS

Point of Sale

PPU

Price per Gallon

PPU

Price per Unit

RAS

Remote Access Service

RFID

Radio Frequency Identifier

S&F

Store and Forward

SDES

Single Data Encryption Standard

SPG

Secure Payment Gateway

SvC

Stored Value Card

TCP/IP

Transmission Control Protocol/Internet Protocol

TDES

Triple Data Encryption Standard

upPC

Universal Product Code

uSB

Universal Serial Bus

VSAT

Very Small Aperture Terminal
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Introduction

Technical Support

If you are a store manager or merchant and you need assistance with your Passport system, call
Gilbarco at 1-800-743-7380.

If you are an ASC and need to verify RAS connection or activate a Passport feature, call
Gilbarco at 1-800-800-7498. If you need assistance with an upgrade or installation issue, call
Gilbarco at 1-800-743-7501. Be prepared to provide your ASC ID.

To contact the ExxonMobil Help Desk, call 1-866-603-6483.

Network Data Retention

By default, the Passport system’s network database saves all transaction details for 30 days,
which means Passport purges network transaction details older than 30 days. However, this
network setting can be changed by updating the Days to Keep Network Data field value, as
shown in the Global Information - Page 2 tab (see Figure 3 on page 9). The Days to Keep
Network Data field can accept values between 30 and 120 days, inclusive.
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What's New in Passport V12 at ExxonMobil Stores

What's New in Passport V12 at ExxonMobil Stores

WEX Merchant Bulletin No. 20171001-2

Starting with version 12.02, Passport enables support of the Technical Specification
Compliance Policy, effective January 1, 2019. The year 2020 compliance requirements of this
notice will be part of a future release. The sites that are not compliant will face penalties via an
increase in interchange rates. For more information on merchant requirements and penalties,
contact WEX at merchantInquiry@wexinc.com.

EBT Food and EBT Cash Tenders

Passport provides new Tender Group selections that allow the merchant to program EBT Food
and EBT Cash tenders for stores that want to Process EBT with Passport on the FDC Network.
The site is required to fax in a copy of their state food stamp license to their FDC Network
Help Desk so the network can enable EBT as part of the PDL. The EBT Tenders may need to
be activated/deactivated in MWS Tender Maintenance. If the site wants to utilize an external
EBT terminal, set the EBT Food/CASH to the EBT Food (Non-integrated) and EBT Cash
(Non-integrated) Tender Group.

Call your brand representative to engage FirstData for integrated EBT activation. If you do
not belong to a branded network, contact your merchant services account manager to update
EBT in their system. If you currently do not have an account manager assigned, call the
toll-free number on your merchant services statement for assistance and be sure to have your
EBT/FNS number and merchant ID ready.
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What’s New in Passport V11 at ExxonMobil Stores

What’s New in Passport V11 at ExxonMobil Stores

Passport V11.01 was the first release in the U.S. to support EMV chip card compliance for
inside transactions. Passport V11.02 is the first release in the U.S. to support EMV chip card
compliance outside at the dispenser. The customer and store associate experience changes with
these Passport features. Customers using a credit or debit card with an embedded microchip
must insert the card into the chip reader (on the PIN Pad inside or the card reader on the
dispenser outside) and leave it until the chip reader displays instructions to remove the card.
Cashiers and customers inside and at the dispenser will notice new prompting beginning with
these Passport versions.

In addition, Passport behavior when the FDC network is offline is different, depending upon

network settings in Manager Workstation (MWS). Specifically, the store owner must

determine the amount of risk he wishes to assume when the FDC network is offline and a

customer attempts to use a chip card for payment.

Note: The merchant should contact his Business Wholesaler (BW) to discuss the financial
implications of accepting chip cards into Store & Forward when the FDC network is
offline.

Enabling EMV inside may require new PIN Pads or new PIN Pad software. The ASC will
change PIN Pad configurations in MWS > Set Up > Register > Register Set Up.
EMV-capable PIN Pads are:

* VeriFone MX915

* Ingenico iSC250

* Ingenico iPP320

Enabling EMV outside at the dispenser requires Gilbarco FlexPay™ II, FlexPay IV, or FlexPay
IV Retrofit Kit for Wayne dispensers. Each of these Gilbarco platforms also require CRIND
via TCP/IP.

For information on additional features introduced in V11, refer to MDE-5266 What’s New in
Passport Version 11.
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Assigning Product Codes

The Passport system supports PCATS Payment System Product Codes for fuel and dry stock
items. The Passport system transmits the product codes assigned to fuel and dry stock items
when completing transactions with the network. It is important to assign the correct product
code to fuel grades and dry stock items, as FDC reserves the right to reject transactions that are
transmitted using incorrect product codes.

IMPORTANT INFORMATION

If fuel product codes are set up incorrectly, cards with grade restrictions will not be
approved for fuel sales and ExxonMobil Host Discount transactions will not roll back
the PPU discount properly. Use care in assigning fuel grades in MWS > Set Up >
Forecourt > Forecourt Installation to ensure correct product code assignment.

Programming Network Site Configuration

IMPORTANT INFORMATION

Install and run the Enhanced Dispenser Hub (EDH) before you start the network
configuration.

Correct programming of the Site Configuration is required for the Passport system to
communicate with the First Data network. To program Site Configuration, proceed as
follows:

1 From the MWS main menu, select Set Up > Network Menu > ExxonMobil.

Figure 1: ExxonMobil Network Configuration Menu
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Programming Network Site Configuration

The ExxonMobil Network Configuration Menu screen opens. The following option buttons
are displayed on the ExxonMobil Network Configuration menu screen:

* E-Mail

¢ Fuel Discount Configuration

* Host Function

* Network Card Configuration

» Network Site Configuration

* PDL download

2 To program network configuration for the site, select Network Site Configuration. The
ExxonMobil Global Network Parameters screen opens.

Figure 2: Global Network Parameters

Global Network Parameters
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3 Select the Page 1 tab on the Global Information tab.

Fields on the Global Information - Page 1 Tab

Field Description

Merchant Number This is a unique 13-character value that ExxonMobil provides to identify the store with the First
Data network. Obtain the Merchant Number value from ExxonMobil. If the value that
ExxonMobil provides is not 13 characters in length, the network does not have the store
configured as a Passport.

Format for this field is AABBCCCCCCDDD, where:

* AAis the terminal type; FG is a Passport

» BB is the two-digit state code (refer to “Appendix A: Valid State and Territory Codes” on
page 48)

+ CCCCCC is the six-digit merchant identifier

« DDD is the three-digit terminal identifier, usually 001

Station Name The station name for the store that prints on receipts for network transactions.

Station Address The address of the store that prints on receipts for network transactions.
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Programming Network Site Configuration

Field

Description

Station City

The city in which the store is located that prints on receipts for network transactions.

Station State

The state in which the store is located that prints on receipts for network transactions.

Station ZIP Code

The ZIP Code in which the store is located that prints on receipt for network transactions.

Host Connection
Type

This field identifies the type of connection used by the site to connect to the network. Options
are VSAT WITH DIAL BACKUP, VSAT, and DIAL.

If the Host Connection Type field is changed, you must stop and restart the Passport system.

Note: For the Datawire Micronode or EchoSatsv (SmartLink™) Secure Payment Gateway
(SPG), set this field to Dial.

SVC Activation
Recharge
Granularity

The incremental amount allowed for activation or recharge of SVC cards. For example, if this
field is set to $1.00, SVC cards can be activated or recharged in single dollar amounts, such as
$1.00, $2.00, $3.00, and so on. If this field is set to $2.00, SVC cards can be activated or
recharged in even dollar amounts, such as $2.00, $4.00, $6.00, and so on. This field cannot be
set to greater than $100.00.

SVC Activation
Recharge
Minimum

The minimum dollar amount required to activate or recharge SVC cards. This amount cannot
be less than $1.00 or greater than $200.00.

SVC Activation
Recharge
Maximum

The maximum dollar amount required to activate or recharge SVC cards. This amount must be
equal to or greater than the SVC Activation Recharge Minimum, but cannot be greater than
$999.00.

4 After complet

Figure 3: Glo
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Fields on the Global Information - Page 2 Tab

Field Description
Debit Cash The dollar amount the customer is charged as a fee for including cash back in a transaction. This
Back Fee amount cannot be greater than $99.00.

Debit Sale Fee

The dollar amount the customer is charged on all debit transactions. This amount cannot be
greater than $99.99.

Days to Keep
Network Data

The number of days network data can be kept in the database until it is purged. This count cannot
be less than 30 days or greater than 120 days. Default is 30 days.
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Programming Network Site Configuration

Field Description
AVS Enabledby This is a Yes/No field. If set to Yes, AVS is enabled by the network. The Passport system receives
Host this value from the First Data network. The field is not editable.

Print store copy
of the receipt
inside

If set to Yes, the merchant copy of the receipt prints automatically for all inside ExxonMobil
network transactions. This may be especially important for stores that enable electronic signature
capture at the PIN Pad. The customer signature prints as part of the receipt.

If set to No, the merchant copy of the receipt does not print automatically for inside ExxonMobil
network transactions, unless overridden by network or EMV parameters.

Print customer
copy of the
receipt inside

If set to Yes, the customer copy of the receipt prints automatically for all inside ExxonMobil
network transactions. This may be especially important for stores that enable electronic signature
capture at the PIN Pad. The customer signature prints as part of the receipt.

If set to No, the customer copy of the receipt does not print automatically for inside ExxonMobil
network transactions, unless overridden by network or EMV parameters.

After completing all fields on the Global Information - Page 2 tab, select the Network
Connection Options tab. If the site is to be configured for Dial or VSAT with Dial backup,
then select the Page 1 tab. Otherwise, if the site is to be configured for VSAT only, skip to
step 6 on page 12.

Figure 4: Network Connection Options - Page 1 Tab

Global Network Fammim

[Foge1 |/ Pagez)/ Page )

Caom Fort

Baud Aale
2400 -

Accees Coda

Diwrdaad Phari Mumber

TETEREEE

Primany Fhare Membai

[1I".11"|11'11‘,!_'& 3

Note: Sites that are using Datawire Micronode, EchoSat (SmartLink) SPG, or VSAT Indoor
Unit (IDU), which are configured for Dial emulation, must obtain all relevant
information for the Network Connection Options screen from the Credit Card host
provider or the device provider. In addition, the ExxonMobil Help Desk may need to
provide some information.
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Programming Network Site Configuration

Fields on the Network Connection Options - Page 1 Tab

Field Description

Com Port The COM port number on the EDH to which the modem, Datawire Micronode, or Dial
emulation device is connected.

Baud Rate The dial baud rate used by the modem. Options are 1200, 2400, 4800, 9600, 14400,
and 28800.
Set this field to 9600. You must call FDC to confirm the network is using 9600 baud
rate, as well.

Access Code Numbers that the modem must dial to reach an outside line. That is, if you dial “9” to

reach an outside line.

Leave this field blank for the Datawire Micronode device.

Download Phone  The main phone number the modem uses to dial the network for initial Parameter
Number Download (PDL) request and processing (maximum 18 digits). This field may be the
same as the value in the Primary Phone Number field.

Set this field to 77090001 for the Datawire Micronode device.

Primary Phone The main phone number the modem uses to dial the network for transaction
Number processing (maximum 18 digits).

Set this field to 77090001 for the Datawire Micronode device.
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Programming Network Site Configuration

6 Select the Page 2 tab. This tab is used for configuring Dial, VSAT with Dial Backup, and
VSAT connections.

Figure 5: Network Connection Options - Page 2 Tab
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Fields on the Network Connection Options - Page 2 Tab

Field

Description

Secondary Phone
Number

The alternate phone number the modem uses to dial the network for transaction processing
(maximum 18 digits).
Set this field to 77090001 for the Datawire Micronode device.

Init String*

The 40-character modem initialization string that is sent to the modem each time a link is
established with the modem.

» MultiTeche 009: AT&FOVOEO&K0&Q6%CX4S37=5&Z0

» MultiTech 007: AT&F+A8E=,,,0VE&K&Q6%CX4+MS=1

Dial Header*

The dial command to the modem, including tone generation (default is ATDT). Leave this field
blank for the Datawire Micronode device.

» MultiTech 009: ATS7=15S10=2S11=50S25=0&W0

* MultiTech 007: not needed

Leave this field blank for the Datawire Micronode device.

Dial Trailer*

The five-characters added to the end of the dial string. Default is blank. Enter # if required by
the site’s modem.
Leave this field blank for the Datawire Micronode device.

DTMF Speed*

The speed between each number sent to the modem. The following are the available options:
* FAST

+ MEDIUM

+ SLOW

Select MEDIUM for the Datawire Micronode device.

*Dial parameters are only required if the site is configured as Dial or VSAT with Dial Backup.
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Programming Network Site Configuration

7 After completing all fields on the Network Connection Options - Page 2 tab, select the
Page 3 tab.

Figure 6: Network Connection Options - Page 3 Tab
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Fields on the Network Connection Options - Page 3 Tab

Field Description

Connection Timer* The time that the modem must wait for a carrier signal after dialing. This value is in seconds.
If the time expires before the carrier signal is received, the system redials. Valid entries are
between 1 and 300 seconds. Set this field to 20 for the Datawire Micronode device.

Host IP Address The IP address used to connect to the network. This information must be obtained from the
Credit Card host.

IP Port The IP port used to connect to the network. Obtain this from First Data.
Note: This field is used only if the site is configured as VSAT or VSAT with Dial Backup.
However, this field cannot be left blank. Enter “5001” if configured for Dial.

Keep Alive time The default value is 10 minutes for the First Data network.
frame (minutes)

*Note: This field is used only if the site is configured as VSAT or VSAT with Dial Backup. .
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Programming Network Site Configuration

8 After completing the Page 3 tab, or if the site is to be configured for VSAT only, select the
Store & Forward Parameters tab.

Figure 7: Store & Forward Parameters Tab
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Fields on the Store & Forward Parameters Tab

Field

Description

Store & Forward
Warning Count
Percent

When the Passport system stores a number of transactions that is this percentage of the
maximum number of transactions allowed to be stored, the Passport system begins to display
a warning message through the network events.

Store & Forward
Warning Total
Percent

When the Passport system stores a number of transactions that is this percentage of the
maximum dollar amount of transactions allowed to be stored, the Passport system begins to
display a warning message through the network events.

Maximum Store &
Forward Count

The maximum number of transactions that the station is allowed to store. This value cannot be
greater than 1500.

Maximum Store &
Forward Total

The maximum dollar amount of transactions that the station is allowed to store.This value
cannot be greater than $99,999.

Show Store &
Forward Indicator

This is a Yes/No field. If set to Yes, an indicator is displayed in the message bar on the CWS
when there is at least one stored transaction.

Close Password

The six-digit value sent to the host for Shift or Day Totals Requests.
Note: This field is grayed out and not editable.

Initial Delay The amount of time Passport waits before attempting to resend a stored transaction for the first
time.
Note: This field is grayed out and not editable.

Next Delay The amount of time Passport waits before subsequent resend attempts.

Note: This field is grayed out and not editable.
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Programming Network Site Configuration

9 After completing the Store & Forward Parameters tab, select the Global EMV Parameters

tab. The Global EMV Parameters tab allows the merchant or store manager to change some
EMYV behaviors by AID.

Figure 8: Global EMV Parameters Tab
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Fields on the Global EMV Parameters Tab

Field Description

Prefer US If set to Yes, when the customer presents an EMV card that contains both US Common and
Common Debit International Debit Application Identifiers (AID), Passport uses the US Common Debit AID.

If set to No, under the same circumstances, Passport uses the International Debit AID.

If the card contains only one debit AID, Passport uses it regardless of the setting for this field.

EMV Fallback If set to Yes, when the customer inserts an EMV chip card into the inside PIN Pad chip reader,

Allowed Inside the PIN Pad detects the card AID, but fails to read the chip, Passport uses the Allow Fallback
Inside field value for the card AID (found on the Card Based EMV Parameters tab) to
determine how to handle the card. Refer to Figure 9 for more information.

If set to Yes, when the customer inserts an EMV chip card into the inside PIN Pad chip reader,
a chip read error occurs and the PIN Pad does not detect the card AID, Passport uses the
Allow Fallback Inside field value for “Unsupported Card Type” to determine how to handle the
card. Refer to Figure 9 for more information.

If set to No, when the customer inserts an EMV chip card into the inside PIN Pad chip reader
and a chip error occurs, Passport declines the card.

EMV Fallback This field functions the same way as the “EMV Fallback Allowed Inside” flag, but for outside
Allowed Outside  transactions.
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Programming Network Site Configuration

10 After completing the Global EMYV Parameters tab, select the Card Based EMV
Parameters tab.

1"

Figure 9: Card Based EMV Parameters Tab
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Note: There are two new card type in the left column. Unknown Card Type controls fallback
when the card reader is unable to read information off the CHIP card. Unsupported
Card Type controls fallback when the CHIP card is read, but Passport does not support

the AID.

Select an AID from the list at the left to make changes to the EMV fields on the right.

Fields on the Card Based EMYV Parameters Tab

Field

Description

Allow PIN Bypass
Inside

If set to Yes and the EMV application requires PIN entry, the inside PIN Pad prompts the
customer to enter the PIN, but allows the customer to press the ENTER key on the PIN Pad
without entering a PIN.

If set to No and the EMV application requires PIN entry, the inside PIN Pad prompts the
customer to enter the PIN and the customer must enter a PIN to move forward in the
transaction.

Note: Some debit AIDs set this field to Yes by default and the merchant cannot change the
setting

Allow PIN Bypass
Outside

If set to Yes and the EMV application requires PIN entry, the CRIND prompts the customer to
enter the PIN, but allows the customer to press the ENTER key on the CRIND keypad without
entering a PIN.

If set to No and the EMV application requires PIN entry, the CRIND prompts the customer to
enter the PIN and the customer must enter a PIN to move forward in the transaction.

Note: Some debit AIDs set this field to Yes by default and the merchant cannot change the
setting.
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Programming Network Site Configuration

Field Description
Allow Fallback If set to Yes, when the customer inserts an EMV chip card into the chip reader of the inside PIN
Inside Pad and the PIN Pad detects the chip card AID but an EMV processing (first AC) error occurs,

the PIN Pad prompts the customer to swipe the card and Passport performs fallback to
magnetic stripe. If the PIN Pad cannot detect the chip card AID, Passport declines the card or
allows fallback to magnetic stripe based on the value of the “EMV Fallback Allowed Inside” field
in the Global EMV Parameters tab.

If set to No, when the customer inserts an EMV chip card into the chip reader of the inside PIN
Pad and a chip error occurs, Passport declines the card.

Note: Passport does not allow fallback to magnetic stripe for EMV chip card transactions
outside at the CRIND.

Allow Fallback If set to Yes, when the customer inserts an EMV chip card into the CRIND chip reader and the

Outside CRIND detects the card AID but a chip error occurs, the CRIND prompts the customer to
remove the card and reads the magnetic stripe as the customer removes the card. If the
CRIND chip reader does not detect the chip card AID and a chip error occurs, the CRIND
declines the card.

If set to No, when the customer inserts an EMV chip card into the CRIND chip reader and a chip
error occurs, the CRIND declines the card.

Note: Passport does not allow fallback to magnetic stripe read, regardless of this setting, if the
EMV Fallback Allowed field on the Global Information - Page 2 tab is set to No.

Quick Chip If set to Yes, Passport obtains all necessary EMV data from the chip card earlier in the

Enabled transaction by notifying the chip card that the network is not available. Thus, the PIN Pad or
CRIND prompts the customer to remove the chip card before the transaction has completed
with the chip card issuer, up to a few seconds earlier.

If set to No, Passport performs EMV transactions without the shortcut of Quick Chip processing.
The PIN Pad prompts the customer to remove the chip card after the transaction has completed
with the chip card issuer.

Defaults to No.

Note: There is no longer a Merchant Stand in Floor Limit field on the EMV Parameters tab.
The PDL Download from the Concord network controls Merchant Stand-in as well as
other EMV parameters now.

12 After completing the Card Based EMV Parameters tab, select Save to save all programming
and exit from Network Site Configuration.
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Requesting PDL Download

A PDL is a transfer of data from the FDC network to the Passport system. For the initial PDL
at a store receiving a new Passport system or a store that otherwise needs a new PDL, call the
network to have the download flag set; otherwise, the download will fail.

To request a PDL download, proceed as follows:

1 From the MWS main menu, select Set Up > Network Menu > ExxonMobil > PDL
Download.

Figure 10: PDL Download Screen

doms QWRer 7 T [0 L8, L2 [0
Frequently Used [5.<] E} K '

M Fud Diviound Hont Fundtion Metwork Site P Downboad
Period Close e e

ACCOUNing

Reports

Pricing

Fued

SetUp

Mistweek Mera

Exsnbdcksl

2 The Passport system prompts, “Do you want to continue with Parameter Download?”

Figure 11: PDL Download Prompt Screen

a If you select No, the system returns to the Network Menu screen.

b If you select Yes, the system requests a download from the network. The Passport system
requests two downloads; first the Site Control Load, followed by the Card Table Load. As
the Passport system requests each download, the MWS screen displays the status, including
the reason for any failure. A failure status for the Site Control Load is not an issue, unless
you notified the network to set the Download Flag before requesting the PDL download.
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3 Ifthe download is unsuccessful, perform the following, and then retry the download:

* Validate the Merchant Number.

* Validate the IP port number - for VSAT only.

* Verify the Firewall Router configuration - for VSAT only.

 Attempt to ping the Host IP address. This verifies hardware connectivity - for VSAT only.

* Validate the download number if the site is configured as Dial.

* Validate that the Dial modem is connected to port 3 on the USB/RS232 Converter that is
connected to the Server.

* Ensure the download flag is set by contacting the ExxonMobil Help Desk
(1-866-603-6483).

* Consider the following:
- Perform a Communications Test
- Perform a Mail Request
- Perform a Mail Reset

Network Journal Report

This report shows network journal entries for regular network transactions, as well as
settlement and communication issues. The Network Journal Report configuration screen
allows you to filter by various criteria, such as Date and Time, Exceptions, Source, Journal
Type, and specific Journal Text. The store manager can use the Network Journal Report as an
aid in searching for disputed transactions.

Figure 12: Network Journal Report Screen
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Beginning with V11.01, Passport identifies EMV transactions by using the “EMV Chip
transaction” value in the Type column of the Network Journal Report. EMV Chip transactions
entries include special information and is printed on the customer receipt. The additional
information is especially important when disputing an EMV Chip transaction charge back. To
search for an EMV transaction, enter “EMV Chip transaction” in the Journal Text field.

The following Network Journal Report illustrates an EMV Chip Transaction entry.

Figure 13: Network Journal Report

Network Journal Report

Store Name
STORE = 299

OPEFATOR NAME Area Manager

OPEFATORID 91
SOFTWARE VERSION 11.0223.02_OutdoorEMV_9 REPORT PRINTED 11/16/2016 5:16:47PM
EX{ON
DATE: 11/16/2016 12:00AM TO 11/16/2016 11:59PM
SOURCE: All
JOURNAL TYPE: All
EXCEPTION: All
SEARCHSTRING:
SORT BY: Time
TIME SOURCE TYFE EXC NETWOEK JOURNAL TEXT
201611/16 CRIMD#1  Approved Tremsactions Mo Concord  11-16-2016 09:13 Spesdpa:s CRIND Complation $14.04 Approval=
0T:09:58 2A1440Q
2016/11/16 Reg#1 EMV Chip Tramsacion Mo Concord  Tramsaction Fesult: Approved
o7 20:00 TID: 2
PAN (3A) XOOCOCOOODO0M111
ATP (82 1920

ATD (347 AGDOO000041010
Tranzaction Diate (P4 161116
Tranzaction Time (3F21): 092318
Transaction Type ($C): 00

DAN Sag Num (3F34): 01

Tran Cumency Code (SF2A7 0840
Amount, suthorized (SF02): 5.00
Amount, Other (3F03): 0.00

ICC App Version Mum (SF08):

Tem App Verzion Num (9F08): 0002
Tem Country Coda (SF 1A% 0840
Teminal Capabilities (SF33): EM0ECE
CWM Fesults (8F34): 1F0302
Teminal Typ= (3F35): 22

ATC (8F36). 00D3

TUnpredictable Number (SF37): AES§TEDF
IAC Degmlt (SFOD): B450840000
IAC Denial (SFOE): 0000000000

IAC Omlina (SF0F): B4T0E4E000

1zt AC TVE (95): 0000008000

1zt AC Iszuer Appl Data (SF100:

01 104040032 200000 D0 IIIEF
1zt AC Appl Cryptegram (SF26) TAAHETTBIEITES2
st AC CID (SF27): 80

Ind AC Iszusr Auth Data (910

Ind AC TVE. (85):

Ind AC Appl Cryptosram (9F214):
Ind AC CID (SF2T):

Auth Fesponza Code (BA): 3030
TEI(SB): EBOD

TAC Defult: FC50808800

TAC Denizl: GMOMMMD

TAC Online: FC50808800

20161116 CRIMND#1  Approved Transactions Mo Concord  11-16-2016 09:24 Debit CRIND Completion $1.11 Approvals
07:21:08 1TCOTI
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Network Reports

Network reports show data on Credit and Debit card transactions transmitted to the network.
Some network reports provide information on the status of transactions while others list the
total amount for transmitted transactions.

You may view the network reports on the MWS in Reports > Network Reports menu. The
following network reports are available:

Report Name Shift Close Store Close Current Secure Config.

Account Transactions by Day v v

Account Transactions by Shift v v v
Card Conflict

Cash Card Report by Day!

Cash Card Report by Shift v
EMV Configuration Report v
EMV/Chip Fallback Report by Day v

EMV/Chip Fallback Report for Current Day v

<

<

<

Host Discount by Transaction by Day

Host Discount by Transaction by Shift v

Local Totals for Current Day

Local Totals for Current Shift

Network Configuration v

Network Performance

Network System Events

POS Day Report

POS Host Refusal Report2 v
POS Mail Report

POS Shift Report v

NS RN ERNEN

POS Transaction Statistics Report by Day

POS Transaction Statistics Report for Current Day v
Read Only Host Totals by Day v

Read Only Host Totals for Current Day
Read Only Host Totals for Current Shift

Site Level Card Based Fuel Discounts v

Store and Forward Transactions Report v

Uncollected Transactions Report by Day? v

1If the site sells Cash Cards, print this report at each Store Close and read carefully.
2Print this report at each Store Close and read carefully. Items that are displayed on this report may require
manual reconciliation with the network. Manually print the secure version if needed for reconciliation issues.
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Account Transactions by Day

This report provides summary information of each network transaction that occurred during a
given Business Day. The information includes:

* Date and Time the transaction occurred
* Masked card account number
* Card expiration date (obtained from the track data or manually entered by the customer)
* Transaction amount
* Card account type
* Transaction type
* Terminal Type (POS or CRIND) where the transaction occurred
» Terminal # where the transaction occurred
+ Approval value returned by the network
* Invoice # for the transaction
* Summary data which includes:
- Local totals for count and dollar amount for each card type
- Outstanding pre-authorizations, which are not counted in the final card totals
- Summary totals for count and dollar amount for the complete Business Day period

Pre-authorizations are not listed in the detail entries; only the Completion.

The secure version of this report uses the same format, except the card account numbers print
unmasked. Secure reports are password protected and available only on demand.

Figure 14: Account Transactions by Day Report

Account Transactions by Day

Merchant Murmber: L31300352010
Metwork Day & 5 From 1/18/2016 2:02:31AM To 1/19/2016 2:07:450M

Time Agcount 2 Card Type Terminal Type Approval #
Date Exp. Date Amount Tranzaction Type Termingl # Invosce &
34400 A0 349 Speedpass-TE CRIND/ Kiosk LADO03
1/18/2013 07/ 14 550,00 Completion 2 oo0010
10120 1440 A0 K NE55E Wisa - CC POS 82JivH
1/18/2013 0315 535.88 Completion 1 000011
B:33:448M 00000000335 Speedpass - CC POS OFG6144
1/18/2013 0714 (525.00) Return/Refund F 000012

Card Type Local Count Local Doilars
Credit Cards (CC) 123 52,829.32
Proprietary Cards (PR) ] 518679
*Speedpass (5P) 13 5199.56
Card Totals 129 £3,016.11
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Account Transactions by Shift

This report provides summary information of each network transaction that occurred during a
specific Shift of a given Business Day. The information includes:

Date and Time the transaction occurred

Masked card account number

Card expiration date (obtained from the track data or manually entered by the customer)
Transaction amount

Card account type

Transaction type

Terminal Type (POS or CRIND) where the transaction occurred

Terminal # where the transaction occurred

Approval value returned by the network

Invoice # for the transaction

Summary data which includes:

- Local totals for count and dollar amount for each card type

- Outstanding pre-authorizations, which are not counted in the final card totals
- Summary totals for count and dollar amount for the complete Shift period

Pre-authorizations are not listed in the detail entries; only the Completion.

The secure version of this report uses the same format, except the card account numbers print
unmasked. Secure reports are password protected and available only on demand.

Figure 15: Account Transactions by Shift Report

Account Transactions by Shift

Merchant Number: L31300352010
Metwork Shift 245 From B/7/1016 12:32:02PM To B/9/2016 12:37:30PM

Iims Accoynt # Cord Type Iermingi Tvpe  Approval #
Date Exp. Date Amount Transaction Type Terminal # Invoice
3:28:15PM JOOOOONOOOONEE6S Mastercard Fleet - FL PO5 992284
Br7/2013 05/15 573.24 Completion 1 001563
3:56:00PM JOOO00000001012 Visa Fleet - CC POS OFE144
B/8/2013 12/14 525.40 Completicn 1 001569

A= Tign beside the account number indicates repeated card use

Card Typa Local Count Local Dollars
* Preduthorizations (AD) i 545.00
Credit Cards {CC) 1 525.40
Fleet Cards (FL) i 573.24
Card Totals 2 S98.64

* These categories are excluded from the grand totals (Card Totals)
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Card Conflict Report

This report provides information on transactions in which the Passport system incorrectly
recognized an Auxiliary Network card as a card accepted by the primary network or
incorrectly recognized a card accepted by the primary network as an Auxiliary Network card.
Use the report for identifying incorrectly configured Auxiliary Network cards in

MWS > Set Up > Network Menu > Auxiliary Network.

Figure 16: Card Conflict Report

Card Conflict Report

Merchant Number: GGENICI211270
Matwork Shift #45 From 12:00:00AM To 27/2013 12:32:00PM

Issuer Name - Iizmer Name - Conflict Instances
Processing Network Confizored Network (corrent period)
MO DATA TOREPORT

Cash Card Report by Day

This report provides summary information on all transactions that involved a Cash Card
during a given Business Day. The information includes:
* Date and Time the transaction occurred
* Masked Cash Card account number
» Approval code received from the network
* Type of transaction:
- Activation
Recharge
De-Activation
Sales (using Cash Card as tender)
Balance Inquiry
* Dollar amount of the transaction

Figure 17: Cash Card Report by Day Report

Cash Card Report by Day

Merchant Mumber: L31300352010
Metwork Day #45 From B/7/2016 12:32:02PM To B8/9/201 6 12:37:30PM

Date Time Account# Approval Type Amount
0B/OT/ 2013 10: 40z 0-04M OO0 20000 10000 0079 JIH1HZ Deactivation 561,60
0B/O7/ 2013 10:42: 21AM XXX 00000 300000 0079 BATAAD Deactivation 510,00
CB/OT/ 2013 10442 154M OO0 20000 0000 0079 SFPQGH Deactivation 510,00
0B/OT /2013 1:18: T0PM OO0 200000 300000 0012 TBOROZ Activation 590,00
0B/O7/ 2013 1:18:32PM XX 00000 30000 0012 TIUWHE Sale 55.80
CB/OT/ 2013 1:18:44PM OO0 20000 0000 0034 BZV11M Balance Inguiry 500,00
0B/OT /2013 1:18:58PM OO0 200000 300000 0022 1TCO7) Recharge 520,00
0807/ 2013 1:19:14PM XXX 200000 300000 0022 LMEDDT Deactivation 520,00
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Cash Card Report by Shift

This report provides summary information on all transactions that involved a Cash Card

during a specific Shift of a given Business Day. The information includes:
» Date and Time the transaction occurred
» Masked Cash Card account number
» Approval code received from the network
* Type of transaction:
- Activation
Recharge
- De-activation
- Sales (using Cash Card as tender)
- Balance Inquiry
* Dollar amount of the transaction

Figure 18: Cash Card Report by Shift Report

Cash Card Report by Shift

Merchant Mumber: L31300352010
Hetwork Shift 245 From B/7/2016 12:32:02PM To 8/9/2016 12:37:30PM

Date Time Accountd Approval Type Amaunt
08/07/2013 10:40:044M OO0 0000 0000 0079 JIHTHL Deactivation 561.60
08/07/2013 10:42:214M ACO0E K000 K000 0079 BATAAD) Deactivation 510.00
08/07/2013 100442 1540 NOCHEN 00O 000K D079 SFPOGH Deactivation 510.00
08/07/2013 1:18:20PM OO0 00000 000 0012 TEOROZ Activation 590.00
08/07/2013 1:18:32PM FOO0E 00000 000K 0012 T1UWHE Sale 55,80

08/07/2013 1:18:44PM 0000000 X0 0034 BTV 1M Balance Inquiry  500.00
08/07/2013 1:18:58PM OO0 000N KX00K 0022 1TCO7) Recharge 520.00

08/07 /2013 1:19: 4P IO 000 XY00K 0022 LMBDO1 Deactivation 520.00
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EMV Configuration Report

This report provides information regarding EMV processing parameters for each EMV card
AID Passport supports, along with the fields programmed in the MWS > Set UP > Network
Menu > ExxonMobil > Global Network Parameters > EMV Parameters. The following
figure shows a sample excerpt of the American Express® Credit AID.

Figure 19: EMV Configuration Report

Feport created: 11/16/2016 05:05:53 PM
EMV Fallback Allowed: Yes
REGISTER 1 M467 1004
BEGISTER.2 530024 4.52-20150326
CRIND 3 EMV 0202 305.0
American Express - Indoor
(AID: AQ0000002501)
Term Type: n Term Capability: EOFECE
Term Country: 240 Term Cumency: 240
Add] Capahility: FOO)FOACD] Mearch Cat Code: 5311
TAC Default C800002000 TAC Denial: 0000000000
TAC Onling- CE00002000 Partial Select: True
Trans Curr Expr 2 Trans Cat Code: :4
App Ver Num P 0001 App Ver Num Sac: 0001
Term Fleor Lim: o Fand Sel Thresh: 1]
Band Sel Max®: oa Rand Sel Targetie: 90
AllowFallback: T AllowPINBypass: Falzz
Fallback expiry: 109e-12-31 Acauirer ID: 00000
Diefanlt DDOL: SF3704 Default TDOL:
Merchant stand-in & 3
floor Kmit 1] Quick Chip Enabled: True
—— Centaciless —
TAC Default DC30840000 TAC Depial: 0000000000
TAC Onlins: C400000000 CTLS Floor Limiz 0
CTLS Trams Limit:  N/A CTLS Req CVMLim: 10
MSD CTLS Enabled: Fake EMV CTLS Emablad: True
CTLS Term Trans CTLS e
Qualif CBECD000 TermCapCVME: E053CE
CILS
TemCapCVMN: Lk
—  CAPE —
CAPE] Inde: [ CAPE] Exp Dae: 016-12-31
CAPED Index: 0E CAPE?2 Exp Date 2016-12-31
CAPE3 Index: aF CAPES Exp Daie: 017-12-31
CAPE4 Index: 10 CAPEA Exp Daw 2018-12-31
CAPES Index: a7 CAPES Exp Date: ~ 2018-12-31
CAPES Index: o8 CAPES Exp Date: 018-12-31
CAPET Index: ] CAPE?T Exp Dawe 018-12-31
CAPES Index: Cl1 CAPES Exp Daie 020-12-31
CAPED Index: 2 CAPE®D Exp Date: 020-12-31
CAPEL) Inden: c3 CAPE10Exp Dare:  2020-12-31
CAPE1] Index: c7 CAPE1] Exp Date:  2016-12-31
CAPE]2 Inden: -] CAPE12Exp Dare: 20161231
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EMV/Chip Fallback Report by Day

This report provides summary information on the count and percentage of EMV chip card
transactions Passport processed as Fallback. The current day report is similar, but for the
currently open network day.

Figure 20: EMV/Chip Fallback Report by Day

EMY/Chin Fallback Repor

Merchant Number: FG13008145001
HNetwaork Day #1 1 From 01/13/2017 3:51:04FM to 017152017 2:30:554AM

TOTAL EMV/CHIF CARD TRANSACTIONS: 100

FATIBACK TRANS % OF CHIF TEANS
TOTAL 10 10%

Host Discount Transaction by Day

This report provides information on each transaction for which the Passport system
automatically applied an ExxonMobil-initiated PPU fuel discount during a given Business
Day. The information includes:
* Date and Time the transaction occurred
* Invoice number the Passport system assigned to the transaction
» Approval code returned by the network
* Masked card account number
* Fuel grade that received the fuel PPU discount
* The amount of the PPU rollback applied
* The total dollar amount of the fuel discount
* The total transaction dollar amount
* Transaction type
* Summary totals consisting of:
- Total count of all transactions in the given Business Day that received the
ExxonMobil-initiated fuel discounts
- Total dollar amount of all transactions in the given Business Day that received the
ExxonMobil-initiated fuel discounts
- Total dollar amount of all the ExxonMobil fuel discounts applied in the given Business
Day

Figure 21: Host Discount Transaction by Day Report

HﬂlDiscmuifb?i:ﬂMhﬂLhyju

Merchant Mumber: GGRT222222222

Metwork Day # 1 From 17132014 9:36: 3340 To 1147004 11-1T:51AM
j'_u;‘ i Ienaie @ - A ik 1 PPL Discoumi Tuial Asyem] Teascaction Tipe
[rate Approval & s D gaind Amidet
143492 MOOMT  NANNNNEXKXKNIONZ f008 (R EL} Cuenpletion
2014-01-11 LMEL LI 5031
43K MM NNXNXXXXXXXXI00E Sk L Completion
2014-01-1% PRI Fapar F044
[RRLEL] WE  MNMENMEXEXXXIZ 11103 {3 E 1] Conplction
11

0140814 Y1 Fieguiar

Gt Trimacien,
Tksl Tens g Anast £ 10

Toal Duacessrs Smeue joE
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Host Discount Transaction by Shift

This report provides information on each transaction for which the Passport system
automatically applied an ExxonMobil-initiated PPU fuel discount during a specific Shift in a
given Business Day. The information includes:
* Date and Time the transaction occurred
* Invoice number the Passport system assigned to the transaction
» Approval code returned by the network
* Masked card account number
* Fuel grade that received the fuel PPU discount
* The amount of the PPU rollback applied
* The total dollar amount of the fuel discount
* The total transaction dollar amount
 Transaction type
* Summary totals consisting of:
- Total count of all transactions in the Shift that received the ExxonMobil-initiated fuel
discounts
- Total dollar amount of all transactions in the Shift that received the
ExxonMobil-initiated fuel discounts
- Total dollar amount of all the ExxonMobil fuel discounts applied in the Shift

Figure 22: Host Discount Transaction by Shift Report

Host Discount by Transactions by Shift

Merchant Mumber: GGENCI21222277
Neswork Shift #43 From 7/29/2013 12:33:15PM To 822013 12:33:44PM

241:26PN 000349 FOCDCCODIERI002 000 1552 Completon
202013 HEEME Driesel 1 0.0l

Count Trapsactions 1

Total Transaction Armonnt 1552

Total Discount Amount 001
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Local Totals for Current Day

This report provides summary totals regarding transactions that have occurred during the
current open Business Day. The information includes:
* Summary count and dollar amount of each card type category represented in the current
open Business Day
* Sum of counts and dollar amounts for all card type categories in the current open Business
Day (certain card type categories are not included in these totals)
* Summary count and dollar amount of all transactions currently outstanding in the
Store and Forward queue
* Summary count and dollar amount for all uncollected transactions that have occurred in
the current open Business Day
* Special information or instructions regarding certain entries in the report

Figure 23: Local Totals for Current Day Report

Local Totals For Current Day

Merchant MNumber: 1313001380001
MNetwork Day # 24 From 7/23/2013 2:30:58AM to Current

Card Type Local Count Loca) Dollars
* PreAuthorizations {40} 5 341.00

* SWC Activations/Deactivations (3V1) 7 $27.79

SVIC Purchase/Completions {5V2) 15 345789

* SWC Becharpes (SV4) 2 $20.00

Card Totals 15 §45.79
Total 5&F transactions outstanding 1 5218

Total uncollected transactions 0 50,00

Cratstanding S&F transactions will be sent to the host when commmunication is restorsd.
* These categories are excluded from the srand torals

MDE-5463A Passport™ V12 Network Addendum for ExxonMobil® - October 2019 Page 29



Network Reports

Local Totals for Current Shift

This report provides summary totals regarding transactions that have occurred during the
current open Shift. The information includes:
* Summary count and dollar amount of each card type category represented in the current
open Shift
* Sum of counts and dollar amounts for all card type categories in the current open Shift
(certain card type categories are not included in these totals)
* Summary count and dollar amount of all transactions currently outstanding in the
Store and Forward queue
* Summary count and dollar amount for all uncollected transactions that have occurred in
the current open Shift
* Special information or instructions regarding certain entries in the report

Figure 24: Local Totals for Current Shift Report

Local Totals For Current Shift

Merchant Number: T.313001380001
Network Shift # 16 From 7/23/2013 2:30:38AM to 7/23/2013 2:30:58AM

Card Type Lacal Count Local Dollars
* PreAuthorizations (A0} 5 54100

* 5VC Actvatons Deactivetions (3V1) 7 33779

SVC Purchase/Completions (5V2) 15 54579

* SWC Becharges (SV4) 2 320.00

Card Totals 15 §45.79
Total S&F transactions cutstanding 1 3218

Total uncollected tramsactions 1} 50.00

Onsranding S&F mansactions will b2 sent to the host when communication is restored.
* These caregories are excluded fom the zrand tomls
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Network Configuration

This report provides information on all programming in:

* MWS > Set Up > Network Menu > ExxonMobil > Network Site Configuration

* Current card acceptance and processing parameters received in the card table downloaded

by the network

Figure 25, Figure 26 on page 32, Figure 27 on page 33, and Figure 28 on page 34 show

contents from various sections of the Network Configuration report.

Figure 25: Network Configuration Report

Merchant Information
Dealer Number: 008143
Device Number: 001
Terminal ID: FG13005143001

AVS Enabled by the Host: Tes
Antomatic Close Enabled by the Host: Tes
Cut Time: 0300

Connection Information

Connection Type: VSAT WITH DIAL BACKEUP
Primary Phome: 11111111111115053

Secondary Phome: 111111111111150353

Download Phome: 13001111111

Access Code:

Dial Header:

Com Port: 0

Imit String: ATEFIVIEO&ENEQE TSI T=53&20

Store & Forward Inf ;
SF Warning Count: 50%:

SF Warning Total 50%

Show Store & Forward Indicator: True
Totals Password: 1234356

Proprietarv Data Load Table Version

Host Discount Timestamp: 201219091263

3

o0 0O o0 o0 o060

Station Name: Profile B Merchant Name
Station Address: T300 West Friendly Ave.
Greenshoro, NC27410

Downloaded Prompt Codes: 001, 011, 012, 013, 020, 040, 041, 043, 045, 050, 051
077,078,079, 020, 081, 083, 084, 085, 086, 127, 148, 141, 153, 164. 165, 167, 168, 173

Modem Registers: ATS7=15510=2511=30525=0&W0

Device Card Table Version: 00000111111111111111111111111111111

443460
448613
400758
400765
403083
404675
412457
418006

54. 035, 056, 057, 058, 039, 060, 064, 070, 071, 072, 073, 074, 073,

IF Address: 10.5.40.6
IF Port 7733
DTME Speed: FAST
Connect Timer: 20
Dial Trailer:

Band Fate: 2400

SF Mazimum Count: 150
SF Marimom Total § 89,909.00
ST Begin Time: 00c00 End: 01:00
Inmit delay: 50 Next delay: 5

End Fanze Eules Key
248411 VT
24R609 VIFT
400758 VIGC
200768 VIGC
403005 VIGC
404675 VIGC
412457 VIGC
418008 VIGC
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Figure 26: Network Configuration Report - Continued

Rules Table
A B c D E E € H I J EKE L M
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AMEX M [15]=Y ¥ MMz [ (8 (3" 2" T Y MMz p) Am Express 1} 1 o o L} ] 1
1 _ - " TE 3 20 ¥ 5 Y O IC S
AMEX M [15]=Y ¥ MMz 15" 2" ¥ VM= F: Am Express a 1 o o a ] 2
1 - ps s TE 3 o ¥ S Y O IC S0
AXGC M [15]=YV MMz [ (8 (30" 2" T Y MMz ] AmExpressG 0 1 o o L} ] L}
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Beferences
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B = Source I=Low Fee Crd P = Prompt 2 W=FRefund Allowsd
C=TrckIMarch J=Block PreAuth 3 = Prompt 3 X=CWVV Prompt
D=Track 1 Marcch K =Retain Track Data R = Tofals Group Y= AVS Prompt
E = Track Preference L = Diecline Racaipt 5 =Host Card Type ‘Z="Fequested Amount
T =Fleceip Text M=5AF Eey T = Card Type Prompt Code
= Diebit Prompt N =Fesmiciion Key U= Signarure Fequired Indicator
SAF Table
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Network Reports

Figure 27: Network Configuration Report - Continued

ERestrictions Table
Eestrictions Kev FProduct Code
0 Ko
1 9335
3 E
1 e
3 Q35
3 115
3 4
3 iy
3 933
4 100
4 102
4 115
4 g
4 N
4 Q35
5 102
5 955
5 e
7 e+
7 101
7 128
. we
B Qs
8 i
a Q33
Product Code Tahle
Froduct Code FPrimary Text Value

1 Fegilar

3 Plaz

3 Supreme

19 Dipesel 1

X Dijesel 2

b1 Dresl Blnd

n CHG

B LPG

4 LNG

b E85

2 RDxDsl 1

3 RDDsl2

4 ED Disl BL

35 0-Fuel NT

45 BioDisl 2%

Mat Amt

50000000
50.00
50,00
50,00
50,00
50.00
50,00
50.00
50.00
50,00
50,00
50,00
50.00
50,00
50,00
50.00
50.00
50,00
500000 00
599,900 00
500 000 00
50,00

§ 00000 00
50,00

5 50.00

Secondary Text Valoe

Fepular

Sperial

Super +
Drigsal 1

Dhigsal 1
Desl Blnd

EB3
BD Dsl 1
FD Dsl2

RED Ds1BL
O-Fuel NT
BioD:1 2%
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Figure 28: Network Configuration Report - Continued

Prompt Table

Prompt D v Line 1 Display Line  Data Min. Aax FED FPump Comnsale Masking Destination
Lode 1 Iwpe Digit Digits FPrompt Prompt Erompt Indicator Eigld
I ENTER. CARD ID # # 4 4 2 2 1] ] 113.004
CN  ENTERUSERDD # 4 § 2 2 1] 0 1462
CV  ENTERCARDID# # 3 3 1 2 1] 0 113.004
DF e i # 0 § 2 2 1] 1 3l
m
oI £y nEtEE # 4 § 2 2 1] 1 3l
m
O L DRIVER # 1 5 2 1] 1] 1 3l
m
ENTEE.
I 4 2
EX EXPIATION DATE N 4 : 2 1] 1] 0 12
FD i Lokl N 0 § 2 2 1] 1 3l
m
FG ENTER. USER.ID! N ] 4§ 2 2 1] ] 1462
ENTER 2
7 2 1
e ODOMETER o EI ' o f &
ENTEE.
& 2 2 2 e
L ODOMETER 5 2 ? o
Fv ]]EI; M N 0 § 2 2 1] ] 108
jin) ENTER USER.ID # 1] § 2 2 1] ] 162
ENTER
7 b 1
L ODOMETER a : & . A o
D ENTER PIN # 4 12 2 2 1] il EE]
VF  ENTER VEHICLE NUMBER # ] § 2 2 1] ] 108
WC  ENTERLICENSE # N 0 10 2 2 1] 0 158

Custom Receipt Text
20100101 1200 20801231  23:.00 THANE YOU

Host Discount

% i;%:: End Date Iﬁ H—“J“::z'd Besin Ranse  End Ranse ﬁ —P‘:dmi“" —D"’E'I::“l 9—::: Erveram

W0 0000 20131231 2300 3 340000000000 340000009009 001 s0.001 o9l 0 01 ppu discoun
W130101 0000 20131231 B0 4 460000000000 460990009009 DO sooM o M 04ppu discount
W030101 0000 20131231 2300 65 550000000000 550000009000 OO s0007 993 M 03 ppu discoun
W00 0000 20131231 B0 6 0ODODODOODDO 090900009000 DO S0.004 094 M 04 ppu discount
WI30101 0000 20131231 B0 4 ME553N00010 MESSINOLNS OO S0008 095 M OF ppu discount
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Network Performance

This report provides information on each message exchanged between the Passport system

and the network. Entries are in descending order (most recent first). The information includes:
» Connection Type used for the message exchange (TCP or Dial)
* Date and Time of the message exchange
* Event Name
 Additional Data, which may include:

- Message type number

- Duration

- Network sequence number assigned to the transaction

Figure 29: Network Performance Report

i3
TCP
TCP
TCP
TCP

Connection

Nemwork Performance

Merchant Nuomber: GGMC22XR272727

Diate

8262013 1300053439
8262013 143400
110023400

8262013 12:
8262013 12:
8262013 12:19:

826:2013

8262013 11:
8262013 11:08: 34
8262013 10:50:536:3234
B26D013 10:49:34:3204
B267013 10:3932:3204
B26D013 10:20:30:317A
8262013 10:19:28:317A

Event Mama

Transaction responsa recerved
Transacion responss recerved
Transaction response recerved
Transacion responss recerved
Transaction responss received
Transaction response received
Transaction responss received
Transaction response received
Transacion responsa received
Transaction response recerved
Transaction responsa recerved
Transaction responss recerved
Transaction responss received
Transacton response recerved
Transaction responss received
Transaction responss received
Transaction responss recerved
Transaction responsa recerved
Transacion responss recerved
Transaction responsa recerved

Addinonal Data

19 (1/10¢h Sec) ;
17 (1/10¢h Ser) ;
17 (1/10¢h Sec) ;
19 (1/10¢h Ser) ;
18 (1/10ch Sec) ;
19 (1/10¢h Sec) ;
18 (1/10h Sac) ;
19 (1/10th Sec) ;
19 (1/10¢h Sec) ;
19 (1/10¢h Sac)
19 (1/10¢h Sec) ;
19 (1/10¢h Sec) ;
19 (1/10th Sec) ;
19 (1/10¢h Sec) ;
19 (1/10th Sec) ;
19 (1/10th Sec) ;
19 (1/10¢h Ser) ;
19 (1/10¢h Sec) ;
19 (1/10¢h Ser) ;
19 (1/10¢h Sec) ;

Seqs 8091
Seqs 8090
Seqs 8080
Seqs 8098
Seqs 8987
Seqs 8006
Seqs B985
Seqs 004
Seqs 8083
Seqs 8082
Seqs 8081
Seqs 8080
Seq® 8070
Seqs 8078
Seqs 8977
Seqs 8076
Seqs 8075
Seqs 8074
Seqs 8073
S BOT2
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Network System Events

This report provides information on major activities between the Passport system and the
network. Entries are in descending order (most recent first). The information includes:
* Date and Time each activity occurred
* Text describing each activity such as network goes online, network goes offline, Shift and
Day close result, card table, and site parameter download result

Figure 30: Network System Events Report

Network FOS Events
Marchant # GENCIRN1)

Evenate

87152013 8262440
B/1572013 B2633AM
871572013 82623AM
8112013 12374300
B112013 12:37:41P0
8112013 1237 41PN
8112013 12:37:39PM
2102013 123642000
87102013 12:36:40PM
2102013 1236540700
8102013 12:35:38PM
202013 1237:32PM
892013 12:37-31P84
202013 1237:31PM
292013 12372700
872013 123
872013 12:32:030
8720013 12:32:02PM
872013 12315800
8722013 2:05:08P%4
8722013 1233:45PM
2722013 12354400
2722013 12334400
/22013 12334400

Profile B Merchant Nams
7300 West Friendly Ave.
Greenshare | KC 27410

Even(Tex

Wemwork Online

Nemwork Offline

MMessage ime out

Custom Feceipt Text Diam download comipleted
Custom Receips Text Data pending

Diay close succesded. Day #47

Shift close sncceeded. Shift #47

Custom Feceipt Text Dats download completed
Custom Feceip: Text Data pending

Diay close succeeded. Day =44

Shift cloze sncceaded. Shift #46

Custom Feceipt Text Dram download completed
Custom Receipt Text Data pending

Day close succeeded. Day 245

Shift close succeeded. Shift #45

Custom Feceipt Text Diata download completed
Custom Feceipt Text Datm pending

Day close succesded. Day 234

Shift close sacceaded. Shift #44

Wemwork Online

Day clesed withour host toials, Day 243

Day close - Could not contect host. Dy #43 - Mo connsction
Shift closed without host totzls. Shift #43

Shift close - Could not contact host. Shift #43 - Mo connection
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Network Reports

POS Day

This report provides a comparison of summary network transaction data the Passport system
tracks with similar transaction data received from the network for a given Network Day.
The store manager or owner may use the report to assist in reconciling the network day. The
information includes:
* Entries by card type category for:
- Local Count: Summary count of transactions tracked by Passport
- Local Dollars: Summary dollar amount tracked by Passport
Host Count: Summary count of transactions tracked by the network
- Host Dollars: Summary dollar amount tracked by the network
- Difference Dollars: Difference between Local Dollars and Host Dollars
* Summary totals for Network Day
* Summary count and dollar amount of all transactions in the Store and Forward queue at
Network Day Close
* Summary count and dollar amount of all uncollected transactions at Network Day Close
* Special information or instructions regarding certain aspects of the report, such as
explanation for N/A entries under Host data columns, card type categories excluded from
store totals, other reports to print to assist in reconciliation. For instance, if the count and
dollar amount for Total S&F transactions outstanding are not zero, the report instructs the
reader to print the Local Totals for Current Day report. Or if the count and dollar amount
for the Total uncollected transactions are not zero, the report instructs the reader to print
the Uncollected Transactions by Day report.

Figure 31: POS Day Report

POS5 Day Report

Merchant Mumber: GG3T2222232222
Metwork Day # 3 From 1/14/2014 3:15:24PM to 1/14/2014 3:34:00PM

Card Type Local Count Local Dollars  Host Cownt  Host Dollars Difference Dollars
Credit Cards {CC) 4 514.89 4 514,89 50.00
Travel/Entertainment (TE) 2 52.87 2 $2.87 50.00
Discover (D5) 2 56.27 1 56.27 50.00
* PreAuthorizations (AQ) 6 5300.00 & 5300.00 50.00
Debit Cards (DB) 2 55.88 1 55.88 50.00
Fleet Cards (FL) 2 55.76 2 $5.76 $0.00
EBT Cash Benefit (EC) 1 $30.00 1 $30.00 $0.00
" SWC Activations/Deactivations 1 $50.00 1 $50.00 $0.00
SYC Purchase/Completions (5V2) 3 510.00 3 510.00 50.00
* SWC Recharges (5V4) 1 55.00 1 55.00 50.00
" Speedpass (3P) 1 510.00 ri 510.00 50,00
* Host Based Discount (HD) 1 50.06 1 50.06 50.00
Card Totals 16 585.67 16 585.67 50.00
Total 5&F transactions outstanding 0 50.00

Total uncollected transactions 0 50.00

" These categories are excluded from the grand totals
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POS Host Refusal

This report provides information on transactions for which the network declined the payment
the customer presented. The report is available in secure and non-secure versions. The secure
version requires entry of the secure password to view or print the report. The non-secure
version of the report prints or displays each account number masked, except the last four
digits, and the expiration date fully masked. The information includes:

Date and Time of the transaction

Dollar amount of the transaction

Card account number

Card expiration date

Card Type

Authorization number returned by the network

If the network responded with Call for Auth, the Call for Auth number
Indication whether the card account number was manually entered
Response code returned by the network

Decline or refusal message displayed on the Cashier Workstation (CWS) yellow bar or in
the Diag screen for the dispenser at which the customer swiped the card

Figure 32: POS Host Refusal Report

POS Host Refusal Report
Merchant Mumber: T313001380001
Network Shuft #15 From 12:00:00AM To 7202013 2:30:52AM
Tme Diate Accounts Card Tyme Authe Manual Fesp. Code
Amount Ep Callforfuth® procecsing Bafizsal
Date Message
132002 07722 C00DDO0DR0IIS Stored Value Card 2 Mo ic
55000 01725 Denied: INVATID CARD
B3 07722 3O0CODODC0000N Stored Value Card 2 Mo {H
55000 0125 Demed: CARD ACTIVE
132243 0722 3ODOODODO00OI1S Stored Value Card 2 No fC
55000 01725 Denied: INVATID CARD
132253 0722 JODCODDIO0COIIs Stored Value Card 2 HNo ic
550,00 0125 Dlented: INVATTD CARD
132811 0722 JOOCODDIC00TNS Stored Value Card 2 No ic
53000 01725 Dented: INVALID CARD
133140 07722 OODD o0 Concord Legacy Mo {c
IODOOT2560 Gift
55000 05110 Dlented: INVALID CARD
163845 0722 JOOCODODTD0INT Stored Value Card 2 No P
550,00 0125 Denied: INVALID AMT
.
POS Mail

This report provides information on all mail messages received from the network.

Figure 33: POS Mail Report

POS Mail Report

Merchant Mumber: 1313001380001
Network Shift #15 From 12:00:004M To 7202013 2:30:524M

ne
va

=
(¥

1272013 12:09:21PM
Invalid password in totals
Bequest, totals Data Segment.

Isa

2013 4:01:37PM
This is a test message from the
host.

—
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POS Shift Report

This report provides a comparison of summary network transaction data the Passport system
tracks with similar transaction data received from the network for a given Shift. The store
manager or owner may use the report to assist in reconciling the network totals. The

information includes:
* Entries by card type category for:

- Local Count: Summary count of transactions tracked by Passport

- Local Dollars: Summary dollar amount tracked by Passport

* Summary totals for the Shift

Host Count: Summary count of transactions tracked by the network
- Host Dollars: Summary dollar amount tracked by the network
- Difference Dollars: Difference between Local Dollars and Host Dollars

* Summary count and dollar amount of all transactions in the Store and Forward queue at

Shift Close

* Summary count and dollar amount of all uncollected transactions at Shift Close

* Special information or instructions regarding certain aspects of the report, such as
explanation for N/A entries under Host data columns, card type categories excluded from
store totals, other reports to print to assist in reconciliation. For instance, if the count and
dollar amount for Total S&F transactions outstanding are not zero, the report instructs the
reader to print the Local Totals for Current Shift report. Or if the count and dollar amount
for the Total uncollected transactions are not zero, the report instructs the reader to print

the Uncollected Transactions by Day report.

Figure 34: POS Shift Report

Merchant Number: GGNC2222222232
Network Shift # 43 From 7/28/2013 12:33:16FM to 8/22013 12:33:44PM

ar day closs.

* These caregoriss are excindsd Tem the grand tonls

Credit Cards (CC) 7 34727 NiA NA NA
Dizcover (DF) 1 55.00 A NA NA
* PreAuthorizations (A0) 17 44039 NiA N/A NA
Diehit Cards (DB) 8 56094 WA NA NA
Fleet Cards (FL) 1 3407 NA NA HA
* Speadpass (5P) 3 52853 A NA WA
* Host Based Discount (HI) 1 50,01 WA WA WA
Card Totals 17 511028 WA NA NA
Total 5&F transactions outstanding 1] 5000

Total mncollected fransactions o 5000

Host totals ars siot availabls becanse Passpert conld not ohtain them from the host at the time of this close. You must print the Read Only Host
Totals for Curmeat 5&ift report manzally to metreve heost totals for the carrent aetwork shift. Host todals contizne to acoumulaie usiil the next shift

MDE-5463A Passport™ V12 Network Addendum for ExxonMobil® - October 2019

Page 39



Network Reports

POS Transaction Statistics Report by Day

This report provides summary count and percentage of network transactions, based on entry

method, such as Manual,

Swiped, MSD Contactless, EMV Contact, Swiped Fallback, Manual

Fallback, and EMV Contactless. The current report is similar but for the current open network

day.

Figure 35: POS Transaction Statistics Report by Day

POS Tran: . S icfi
Merchant Number: FG13008143001
Network Day: 12
Open: 01/1572017 2:30:35AM
Close: 01/16/2017 2:34:32AM
TOTAL TRANSACTIONS: 100

ENTEY MODE TRANSACTIONS % OF TRANSACTIONS
Manual Q Q
Swiped 3 3
MED contactless 0 0
EMV contact 0 7o
Swiped fallback [} [}
Mannal fallback L} L}
EMV confactless 18 18
TERMINAL DETAIL EMV CARD READ FATL URES

No card read failures.

Read Only Host Totals by Day

This report provides, by card type category, summary count and dollar amount received by the
network at Store Close. This report provides summary settlement information, which depends
upon the host cutoff time and may not agree with Passport summary reports for the same

period.

Figure 36: Read Only Host Totals by Day Report

Host Totals by Dav

Merchant Number: FG3700814
Netwotk Dayv =23 From 72472

1001
iy 3.3

013 2:30:29AM

* These categories are excluded from the grand totals

Card Type Hozt Count Host Dollars
Credit Cards (CC) 132 5219843
Travel entertainment (TE) 21 5760.76
Discover (DS) 2 §54.99
* PreAuthorizations (AO) 1 §50.00
Debit Cards (DB) 17 5602.87
Fleet Cards (FL) 1 597.61
Proprietary Cards [PR) 4 582.63
* 8VC Activations Deactivations (3V1) 3 560.00
SVC Purchase Completions (5V2) 1 51354
Card Torals 182 $3950.85
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Read Only Host Totals for the Current Day

This report provides, by card type category, summary count and dollar amount received by the
network for the current open Day. This report provides summary settlement information,
which depends upon the host cutoff time and may not agree with Passport summary reports for

the current day.

Figure 37: Read Only Host Totals for Current Day Report

Host Totals for the Current Dav

Merchant Number: FG37008144001
Network Day = 23 From 7/242013 2:30:28AM

Card Tvpe Eost Count
Credit Cards (CC) 132
Travel entettainment {TE) 21
Discover (DS) 2
* PreAuthorizations (AQ) 1
Debit Cards (DB) 17
Fleet Cards (FL) 1

Proprietary Cards (PR)

¥ SVC Actvations Deactivations (3V1) 3
SVC Purchase Completions {5V2) 1
Card Totals 182

# These categonies are excluded from the grand totals

Host Dollars

o oo kb

—

e B
& O

Read Only Host Totals for the Current Shift

This report provides, by card type category, summary count and dollar amount received by the
network for the current open Shift. This report provides summary settlement information,
which depends upon the host cutoff time and may not agree with Passport summary reports for

the current shift.

Figure 38: Read Only Host Totals for Current Shift Report

Host Totals for the Corrent Shift

Merchant Number: FG3T008144001
Network Shift =23 From 7/24/2013 2:30:29AM

Card Tvpe Host Count
Credit Cards (CC) 132
Travel entertainment (TE) 21
Discover (DS)

* PreAuthonzations (AQ)

Diebit Cards (DB)

Fleet Cards (FL)

Proprietary Cards (PR}

* 8VC Activations Deactivations (SV1)
SVC Purchase Completions (5V2)

Card Totals 182

e S e B o

* These categories are excluded from the grand totals

Host Dollars
5219843
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Site Level Card Based Fuel Discounts

This report provides information on the fuel discounts by card type configured in

MWS > Set Up > Network Menu > ExxonMobil > Fuel Discount Configuration. It lists
each card type the network accepts, including Speedpass™, and the Fuel Discount Group
assigned to the card type, or NONE if the card type has no discount configured.

Figure 39: Site Level Card Based Fuel Discounts Report

Merchant Mumber. GG132212227070

Card Record

*Eszo Fleat - ESFT
*EsxonModbil F - EXFT
*Exmonhobil - CASH
*Fuel Circle - FUEL
Am FExpress - AMEX
Am Express G- AXGC
Car Care One - CARC
Dehit - DEBX

Diners - D14

Diners - D14
Discover - DISC
Discover - DISX
ExxonMobil B - XOMB
ExxonMobil C - XOMC
Flestror - FCOR
ICB-ICB

Mastercard - EXMC
Mastercard - MCRD
Mastercard F - MCFT
Mastercard G - MCGC
Spesdpass - SPC
Speedpass - 5PF
Speedpass - SPR.
Speedpass - 5P

Visa - VISA

Vizs Flee: - VIFT

Visa G- VIGC

Vovazer - VOYG

Discount Group

NONE

HONE

KONE

HONE

3 Cent PPU Dicc
3 Cent PPU Disc
NONE

KONE

NONE

NONE

KONE

NONE

5 Cent PPU Diisc

3 Cent PPU Diisc
KONE

NONE

KONE

KONE

NONE

KONE

10 Cent PPU Disc
10 Cent PFU Disc
10 Cent PPU Disc
10 Cent BFIT Disc
HONE

NONE

NONE

NONE
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Store and Forward Transactions

This report provides information on all transactions currently in the Store and Forward queue
awaiting retransmission to the network. The report is available in secure and non-secure
versions. The secure version requires entry of the secure password to view or print the report.
The non-secure version of the report prints or displays each account number masked, except
the last four digits, and the expiration date fully masked. The information in the report
includes:

* Date and Time of the original transaction

* Card account number (Speedpass code if the network has not responded with card account

number data)

» Expiration date

* Terminal number at which the transaction occurred

* Invoice number the Passport system assigned to the transaction

* Transaction dollar amount

* Summary total count and dollar amount

Figure 40: Store and Forward Transactions Report

Store and Forward Transactions Report

Merchant Mumber: L31300352010

Report created: April 23, 2016 5:53:254M

Date Time Account/S ass # Card Type Exp. Date Terminal # Involce # Amount
20M13-11-22  1:23:43AM 1234567390123456 Mastercard 12720 PO5 2 ooooza 549,32
2013-11-22  11:43:01PM 1234567890123456789  Speedpass CRIND/KIOSK 1 00DDO7T& 51958

A = gign beside the account number indicates repeated card use.

Totals Count Amount
2 568.88

This report provides information on transactions currently pending in Store and Forward for completion with the First Data
network, These Store and Forward transactions may have initiated in previous network periods now closed. This report is
intended to be used for informational purposes only and not for netwerk reconciliation or business accounting.
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Uncollected Transactions by Day

This report provides information on all transactions that received a pre-authorization approval
from the network (or occurred while the Passport system was offline with the network but for
which the card type parameters allowed offline approval) but the network declined at
Completion. This report may assist the store manager or owner in making a manual request for
payment.

The report is available in secure and non-secure versions. The secure version requires entry of
the secure password to view or print the report. The non-secure version of the report prints or
displays each account number masked, except the last four digits, and the expiration date fully
masked. The information includes:

 Date and Time of the transaction

* Invoice number the Passport system assigned to the transaction

* Authorization number received from the network or generated by the Passport system

(for offline transactions)

* Card account number

* Card expiration date

* Card Type

* Transaction dollar amount

Figure 41 and Figure 42 show the non-secure and secure versions of the report.

Figure 41: Uncollected Transactions by Day Report

Merchant Number: 1313001380001
Network Day = 3 From 4/20/2013 2:30:52A0 to 4/20/2013 10:32:36AM

Tirne Date Invoice#  Authg Aceountd Ei. Card Amount

Date Tyme
44200PKD 09162003 000010 OF6144  J0EN 000 00000 A% DB $535
A450:L1PM OG/16/2003 000012 3ZHIHZ 06N 0000 oo A% DB 5535
TADAOPM O9/16/2003 000014  OF6144  JGGK MMA0JGRHRR 00 A% DB §I0535
2 dAPh 0% 16r2002 000011 SZIIVH AR R O W AR DB $Za4
534 4P 09162003 000013 OFa144 SRR RO MR W Y DB fL053s5

Figure 42: Uncollected Transactions by Day (Secure) Report

Merchant Number: L313001380001
Network Day = 3 From 4/20/2013 2:30:52A0M to 42002013 10:32:36AM

Titne Date Invoice#  Auth# & o ount# Exp. Card Adsmoust
Date Type

A4T00PMLT 09162003  00OD10  DFAL44 G032 25000076 9502 1040 DB §535

A50UPM 00442002 000012 32HIHEZ 6032235000076 0502 1010 DB §535

TA0.30PMI 0901672003 000014 OFG144 A032 23000076 P502 1070 DB $105.35

g4l 44PNT 091672003 000011 E27IVH G032 23000078 2302 10710 DB $214

534 14F0D 0971672002 000013 DE&L44 032 25000074 9502 10/0 DE §105.35

Note: Thiz report must be requested through the Manager Worksiafion Nefwork Reparts. To print and
view the report. uze fhe Secure Reporis password.
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CWS Network Functions

CWS Network Functions

To access Network Functions, at the CWS idle screen, select More until the Network
Functions button is displayed. You may also access the Network Functions screen by
selecting the Network Status button.

Figure 43: Network Functions and Network Status Buttons

THrarEn
LEHERFT

The Network Status screen opens.

Figure 44: CWS Network Status

== Wrgin Trasisction o=

Metwork Status

The Network Status screen provides information on all networks connected to the Passport

system.
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Checking the Network Status

The Network Status screen allows you to view a record of network events such as
communication errors that occurred. Each network event is assigned a severity rating (low,
medium, or high). When a new event occurs and has been added to the list, the Network
Status button is also updated. The color of the Network Status button indicates the severity
of the rating of the event.

Color  Severity

Green Low

Yellow  Medium

Red High

If multiple events occurred, the color of the Network Status button indicates the highest
severity rating of the events. The Network Status button color changes when an event is
corrected or after a pre-determined time.

The following table lists some of the network messages that may be displayed:

Network Status
Message on Network Functions Screen  Indicator Color Comments

NETWORK OFFLINE Yellow The network is offline.

PDL RECEIVED Green PDL was received successfully.

UNREAD MAIL AVAILABLE Green The Passport system received mail from the
network.

STORED & FORWARD WARNING Yellow The Passport system has reached the value set
in the MWS for Store & Forward Warning
Percent.

STORED & FORWARD FULL Red The Store & Forward Queue is at least 90% full.

In addition, the Network Functions screen also provides buttons for specific network requests.
The following table describes the Network Functions buttons and their behavior:

Button Behavior

E-Mail This function allows you to retrieve electronic messages received through the network.
All e-mails are saved for 60 days.

Host Function This function allows you to perform:
» Communications Test
» Mail Request
» Mail Reset
The results of the request are displayed on the CWS yellow bar.

De-Activate Card  Deactivate an activated cash card through the network. A refund for an original transaction that
included purchase and activation of one or more cash cards automatically prompts the cashier
for deactivation of the purchased cards. Do not use the De-Activate Card function if refunding a
transaction that included activation or recharge of cash cards.

Balance Inquiry Obtain current balance of a cash card and print a receipt showing the balance for the customer.
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Frequently Asked Questions

Problem

Remedy

Debit is not working

Contact the Concord network and ensure the Encryption Type is DUKPT.

Unable to get a PDL Download

1 Contact the Concord network and verify that their Communication Type
setting (Dial or VSAT) matches the Passport Communication Type
configured in MWS > Set Up > Network Menu > Global Network
Parameters > Global Information > Page 1 > Host Connection
Type.

2 Observe the status messaging that displays on the MWS screen when
you perform the PDL download. Passport requests two downloads, first
the Card Table Load and then the Site Control Load. As Passport
requests each download, the MWS screen displays the status,
including the reason for any failure.

3 When performing the PDL Download, if the MWS screen indicates the
Site Level Load failed, contact the Concord network and confirm the
network has the Download Flag turned on. The network resets the
Download Flag each time the network receives a PDL Download and
the download is not successful.

Passport is unable to perform a
Store Close

Retrieve and print the Network System Events Report at MWS > Reports >
Network > Network System Events. Call the Help Desk to report the
issue. The Help Desk will request information contained in the report.

Mobile Pay FDC feature is enabled
and configured, but transactions
are not working.

1 Go to CWS Network Functions to determine if the Mobile Pay FDC
network is online.

2 If a customer cannot authorize a dispenser using his smartphone
application, and the Mobile Pay FDC network is online, call FDC and
request assistance.

| have questions regarding the
Mobile Pay FDC smartphone
application

Contact your BW or ExxonMobil Help Desk.

Who should I call for assistance
programming Plenti Loyalty
Program On Passport?

Refer to “Appendix D: Plenti and Speedpass+ Loyalty” on page 60 and then
contact ExxonMobil Help Desk in order to get the correct values to type in
the configuration fields.

| am experiencing loyalty settlement
issues with mobile transactions

Print all Plenti Loyalty and Mobile Pay FDC reports for the period in
question. Contact your Mobile Pay FDC provider for assistance.

I have a question regarding to
Mobile Pay FDC Reports
functionality

Refer to “Appendix C: Implementing Mobile Pay FDC” on page 50 and
“Appendix D: Plenti and Speedpass+ Loyalty” on page 60 for explanations
of the reports associated with both features, as they can be interrelated.
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Appendix A: Valid State and Territory Codes

Appendix A: Valid State and Territory Codes

State/Territory Name ANSI Code State/Territory Name ANSI Code

Alabama 01 Nebraska 31
Alaska 02 Nevada 32
Arizona 04 New Hampshire 33
Arkansas 05 New Jersey 34
California 06 New Mexico 35
Colorado 08 New York 36
Connecticut 09 North Carolina 37
Delaware 10 North Dakota 38
District of Columbia 11 Ohio 39
Florida 12 Oklahoma 40
Georgia 13 Oregon 41
Hawaii 15 Pennsylvania 42
Idaho 16 Puerto Rico 14
lllinois 17 Rhode Island 44
Indiana 18 South Carolina 45
lowa 19 South Dakota 46
Kansas 20 Tennessee 47
Kentucky 21 Texas 48
Louisiana 22 Utah 49
Maine 23 Vermont 50
Maryland 24 Virgin Islands 52
Massachusetts 25 Virginia 51
Michigan 26 Washington 53
Minnesota 27 West Virginia 54
Mississippi 28 Wisconsin 55
Missouri 29 Wyoming 56
Montana 30
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Appendix B: Enabling Dual Encryption for Passport

This section provides instructions to enable dual encryption for sites on the network that have
SDES keypads at the CRIND devices and TDES PIN Pads inside.

Notes: 1) This procedure must be performed by a Gilbarco-certified ASC only.
2) The network does not support the opposite configuration, that is, TDES at the
CRIND and SDES inside.

To enable dual encryption, proceed as follows:

1 After the required upgrades are completed, contact the ExxonMobil Help Desk at
1-866-603-6483.

2 Provide the six-digit Merchant ID Number to the Help Desk agent.

3 Request the Help Desk agent to change the Encryption Type field on the site profile to “X” to
enable the dual encryption functionality. After the change is completed, the Help Desk agent
will end the call.

4 Perform test transactions inside at the POS and at a CRIND to ensure proper operation. If the
test transaction is not successful, contact the ExxonMobil Help Desk again and request the
agent to change the Encryption Type field back to its original setting.
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Appendix C: Implementing Mobile Pay FDC

Passport introduced the Mobile Pay FDC feature beginning with V10 Service Pack J. Mobile

Pay FDC allows the customer to use his Speedpass+ smartphone application to authorize and

pay for fuel at dispensers in the forecourt. Passport does not support Mobile Pay FDC at the

car wash kiosk, wash entry devices, or inside at the POS.

Note: Mobile Pay FDC requires close coordination between ExxonMobil, FDC, Gilbarco,
and your store. Contact your BW if you are interested in Mobile Pay FDC.

Feature Activation

After completing the on-boarding process with ExxonMobil and FDC you must activate the
Mobile Payment feature in MWS > Feature Activation. This requires an ASC on site to
contact the Gilbarco Help Desk for a Site Code that includes the new Mobile Payment feature
activation. After activating the Mobile Payment feature, the Passport system allows access to
the Mobile Pay FDC functionality.

Figure 45: Mobile Payment Feature Activation

Please contact the Gilbarco Help Desk at 1-800-800-7498 for Site Code.

__._."-

Description Activation Date

Advanced Merchandising 0110/2017 3:08:50 .
Employee Management 0110/2017 3:0850 .
Enhanced Card Services 0110/2017 3:0851 .
Enhanced Loyalty Interface 0110/2017 3:0851
Multiple Lovalty Interface 0110/2017 3:0851 .
Play af the Purnp 0110/2017 3:08:52
Mobile Payment 0110/2017 5:08:52 .
Prepaid Card Services 01102017 3:08562 .
Car Wash 0110/2017 8:08I:58_.|;|
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Appendix C: Implementing Mobile Pay FDC

Mobile Pay FDC Configuration in MWS

To configure and enable Mobile Pay FDC proceed as follows:

1 From the MWS main screen go to Set Up > Network Menu > Mobile Pay FDC > Mobile
Pay FDC Configuration.

The Mobile Pay FDC Configuration screen opens.

Figure 46: Mobile Pay FDC Configuration Screen
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The following are the configuration fields and their description:

Field Name Description

Enabled If set to Yes, Passport communicates with the FDC mobile payment network.
Defaults to No.

Welcome message The message that may display on the customer’s mobile device accepts up to 100
characters; required field. Defaults to blank.

Site Identifier Value the FDC mobile payment network assigns that uniquely identifies the store.
Maximum of 15 characters. Required field. Defaults to blank.

Mobile Payment Partner ID Value the FDC mobile payment network assigns that identifies the mobile payment
product. Maximum of 25 characters. Required field. Defaults to blank.

Site Terminal ID Value the FDC mobile payment network assigns to the store to sign onto the mobile
payment network. Maximum of 25 characters. Required field. Defaults to blank.

Host IP Address IP address the FDC mobile payment network provides for transmitting network
messages. Maximum of 15 characters in the format XXX XXX.XXX.XXX. Required
field. Defaults to blank.

Port Number Port address the FDC mobile payment network provides for transmitting network
messages. Maximum of five digits. Required field. Defaults to 9050.

Settlement Hardware Version Value the FDC mobile payment network provides that identifies the device
hardware version installed at the store. Passport transmits this value in settlement
messages. Maximum of four characters. Required field. Defaults to 0001.

Settlement Firmware Version  Value the FDC mobile payment network provides that identifies the device firmware
version installed at the store. Passport transmits this value in settlement messages.
Maximum of eight characters. Required field. Defaults to 00000001.
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Field Name Description

Settlement Software Version  Value the FDC mobile payment network provides that identifies the device software
version installed at the store. Passport transmits this value in settiement messages.
Maximum of four characters. Required field. Defaults to 0001.

Settlement Employee Number Value the FDC mobile payment network provides that Passport transmits in
settlement messages. Maximum of four characters. Required field. Defaults to

1234.

Settlement Password Password value the FDC mobile payment network provides that Passport transmits
in settlement messages. Maximum of 6 characters. Required field. Defaults to
123456.

Site Phone Number The store phone number. Maximum of 15 characters (digits and dashes). Required

field. Defaults to blank.

2 After completing all fields, select Save to save the configuration to the Passport system
database and exit the configuration screen.

Mobile Pay FDC Reports

Passport supports the following Mobile pay FDC reports:
* Mobile Pay FDC Configuration Report
* Mobile Pay FDC Current Local Totals Summary Report
* Mobile Pay FDC Current Transaction Detail Report
* Mobile Pay FDC Transaction Detail Report
* Mobile Pay FDC Current Unpaid Transactions Report
* Mobile Pay FDC Unpaid Transactions Report
* Mobile Pay FDC Store and Forward Report
* Mobile Pay FDC Settlement Report
* Mobile Pay FDC Host Totals by Day Report

Mobile Pay FDC Configuration Report

This report contains the programming information currently found in MWS > Set Up >
Network Menu > Mobile Pay FDC > Mobile Pay FDC Configuration. Refer to “Mobile
Pay FDC Configuration in MWS” on page 51 for information on the fields in the report.

Figure 47: Mobile Pay FDC Configuration Report

Mobile Pay FDC Configuration Report
Partner |D: EXXONMOBIL_CS_ABC

Site ID: 54321

Reportcreated: 1/8/2017 1:41:58PM

General

Enabled:Yes

Welcome Message: W elcome to Mobile Pay FDC
Site TerminallD: 54321

Settlement Hardware Version: 0001
Settlement Firmware Version: 00000001
Settlement Software Version: 00000007
Setlement Employee Number: 1234
Settlement Password: 123456

HostIP Address: 10.5.40.6

Port Number: 9050

Phone: 336-547-5000

Page 52 MDE-5463A Passport™ V12 Network Addendum for ExxonMobil® - October 2019



Appendix C: Implementing Mobile Pay FDC

Mobile Pay FDC Current Local Totals Summary Report

This report contains information on Mobile Pay FDC transactions completed, in store and
forward, and unpaid in the current open network day, as well as informational remarks
regarding store and forward and unpaid transactions.

Figure 48: Mobile Pay FDC Current Local Totals Summary Report

Mobile Pay FDC Cument Local Totals Summary

Site 1D: 54321
Metwork day & 3from 01/07/2014 1:08.51 PM to Current
Reportcreated: 1/8/2017 1:44.58FPM

TRANSACTION TOTALS

Salezs Count Gallons Pumped FuelTotal MNondfuelToll Sales Amourt

Complete Transachons 17 85393 5300.34 556.00 $356.34
S4&F Trareachors Ouistandng 1 6.179 51915 55.00 $24.15
Unpad Transachors 3 11.297 $35.17 514.00 54917
Total 21 112.369 $354.66 §75.00 $429 66

HOST DISCOUNT TOTALS

Local Count 6
Total Amount $10.928

* Any S&F transactions that were cutstand ing when Passportclosed the shift will be sentto the host when communication is
restored. To retrieve information onthe current pending transactions, printthe Mobile Pay FOC Store and Forward Report.

* Unpaid tranzactions on this day period were not approved by the host and require manual processing. Toretrieve
information onthese transactions, print the Mobile PayFDC Current Unpaid Transactions Report.

The following are definitions for the report fields:

Field Name Description

Transaction Totals

Complete Transactions Transactions completed through Mobile Pay FDC network.

S&F Transactions Outstanding Transactions that were begun with the Mobile Pay FDC network that are waiting for

network communication to resume.

Unpaid Transactions Transactions that were authorized with the Mobile Pay FDC network, which the
network declined at completion.

Total Sum total for each column.

Sales Count Total count of transactions for each row.

Gallons Pumped Total fuel volume from transactions for each row.

Fuel Total Total dollars attributed to fuel sales from transactions for each row.

Non-fuel Total Total dollars attributed to sale of non-fuel items from transactions for each row.

Sales Amount Sales totals from transactions for each row.

Host Discount Totals

Local Count Total count of discounts Passport applied to Mobile Pay FDC transactions.

Total Amount Total dollar amount of discounts Passport applied to Mobile Pay FDC transactions.
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Mobile Pay FDC Current Transaction Detail Report

This report contains information on transactions begun and completed with the Mobile Pay
FDC network in the current open network day. The report consists of two sections: details of
each transaction and summary totals of all Mobile Pay FDC transactions that have occurred,
along with applicable informational remarks.

Figure 49: Mobile Pay FDC Current Transaction Detail Report

Mobile Pay FDC Cument Transaction Detail Report

Site ID: 54321
MNetwork day # 3from 01/07/2017 1:08:51 PMto Current
Reportcreated: 1/8/2017 1:45:33PM

Date/Time Temiral # Account # Auth ID Sequence #

Fuel Grade Gallos Purmped FuelToal NonfuelTotal Transadion Total
01/07/2017 1:39:06PM 1 4444331111 1369 2002

REGULAR (0071) 273 $.85 $0.00 $.85
01/07/2017 1:40:13PM 1 4444331221 1370 2002

REGULAR (001) 1.406 $4.36 $0.00 $4.36
01/08/2017 8:38:29AM 1 4444331331 1371 2002

REGULAR (0071) 510 $1.58 50.00 $1.58
01/08/2017%33:10AM 1 518728****0002 1389 2002

PREMILM (003) 8923 $29.00 $0.00 $29.00
Transachon Surmmary Tolak

Sales GallonsPumped FuelTotal MNon-fuelTotal Sales Amourt

Count
Complee 17 95.393 $300.34 $56.00 $356.34
Transachons
S&F Trarsadiorns 1 6.179 $19.15 $5.00 $24.15
Outstanding
Unpaid Transactions 3 11.297 $35.17 $14.00 $49.17
Total 21 112.869 $354 .66 $75.00 $429.66

restored. To retrieve information onthe current pending transactions, printthe Mobile Pay FDC Store and Forward Report.

* Unpaid transactions on this day period were not approved by the host and require manual processing. Toretrieve
information onthesetransactions, print the Mobile Pay FOC Current Unpaid Transactions Report.

* Any S&F transactions that were outstanding when Passpornt closed the shift will be sent to the host when communication is

The following are definitions for fields found in the report:

Field Name Definition

Transaction Details

Date/Time Date and time the transaction occurred.

Terminal # Fueling position number at which the transaction occurred.

Account # Masked account number the Mobile Pay FDC network provides to Passport for the
transaction.

Auth ID Authorization code the Mobile Pay FDC network provides to Passport for the
transaction.

Sequence # Transaction number the Mobile Pay FDC network provides to Passport for the
transaction.

Fuel Grade Fuel Grade name and product code the customer selects for fueling.

Gallons Pumped

Fuel volume pumped in this transaction.

Fuel Total

Fuel sale dollar amount in this transaction.

Non-fuel Total

Dollar amount of non-fuel items purchased.

Transaction Total

Total dollar amount the customer is charged for this transaction.
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Field Name

Definition

Transaction Summary Totals

Complete Transactions

Summary totals for all transactions completed through the Mobile Pay FDC network.

S&F Transactions
Outstanding

Transactions that were begun with the Mobile Pay FDC network that are waiting for
network communication to resume.

Unpaid Transactions

Transactions that were authorized with the Mobile Pay FDC network, which the
network declined at completion.

Total

Sum total for each column.

Sales Count

Total count of transactions for each row.

Gallons Pumped

Total fuel volume from transactions for each row.

Fuel Total

Total dollars attributed to fuel sales from transactions for each row.

Non-fuel Total

Total dollars attributed to sale of non-fuel items from transactions for each row.

Sales Amount

Sales totals from transactions for each row.

Note: The S&F informational text prints at the bottom of the report only if transactions are in

the Store and

Forward queue at the time Passport generates the report. The unpaid

informational text prints only if unpaid transactions occurred during the report period.

Mobile Pay FDC Current Unpaid Transactions Report

This report contains

information on transactions that were authorized with the Mobile pay

FDC network but declined at completion during the current open network day. The report
consists of two sections: details of each transaction and summary totals of all Mobile Pay FDC
transactions that have occurred, along with applicable informational remarks.

Figure 50: Mobile Pay FDC Current Unpaid Transactions Report

Mobile Pay FDC Cument Unpaid Trans actions Report
Site 10: 54321
Metwork day # 3 from 01/07/2017 1:08:51 PMto Current
Reportcreated: 1/8/2017 1:46:10PM
DatelTime Termiral # Accourt # AuthlD Sequence i
Fuel Grade Gallors Pumped  Fuel Total MNorduel Tolal Transachon Tolal
010712017 1:04:.07PM 1 4444331111 1367 2002
REGULAR (001) 6.063 $17.89 $8.00 §25. 88
010712017 1:05:57PM 1 444 433%++* 21 2 1368 2002
FREMIUM (003) 2.550 $8.42 $0.00 58.42
01/08/20178:42:39AM 1 444433%+** =331 1374 2002
PREMIUM (003) 2684 $8.86 $6.00 $14 .86
Transachon Summay T olak
SalesCount Gallonz=Pummped FuelTotal NonfuelTolal SalesAmount
3 11.287 $35.17 $14.00 $4917
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The following are definitions for fields found in the report:

Field Name

Description

Transaction Details

Date/Time Date and time the transaction occurred.

Terminal # Fueling position at which the transaction occurred.

Account # Masked account number used in the transaction, Mobile Pay FDC
network provides this to Passport.

Auth ID Authorization code the network provided as part of the transaction.

Sequence # Transaction number the network provided as part of the transaction.

Fuel Grade Fuel grade name and product code purchased.

Gallons Pumped

Fuel volume dispensed in the transaction.

Fuel Total

Fuel sale dollar amount in the transaction.

Non-fuel Total

Dollar amount of non-fuel items purchased.

Transaction Total

Total transaction dollar amount.

Transaction Summary Totals

Complete Transactions

Summary totals for all transactions completed through the Mobile Pay
FDC network.

S&F Transactions Outstanding

Transactions that were begun with the Mobile Pay FDC network that are
waiting for network communication to resume.

Unpaid Transactions

Transactions that were authorized with the Mobile Pay FDC network,
which the network declined at completion.

Total

Sum total for each column.

Sales Count

Total count of transactions for each row.

Gallons Pumped

Total fuel volume from transactions for each row.

Fuel Total

Total dollars attributed to fuel sales from transactions for each row.

Non-fuel Total

Total dollars attributed to sale of non-fuel items from transactions for
each row.

Sales Amount

Sales totals from transactions for each row.

Mobile Pay FDC Host Totals by Day Report

This report contains summary count and dollar amount for transactions successfully
completed with the Mobile Pay FDC network for a given business day. The report is available
for the most recent three business days in which Mobile Pay FDC transactions occurred.

Figure 51: Mobile Pay FDC Host Totals by Day Report

Mobile Pay FDC Host Totals by Day

Site ID: 54321

Request Activity Date: Most Recent Date with Activity
Host settlement date: 01/08/2017

Reportcreated: 1/8/2017 1:46:32FM

TRAMSACTIONTOTALS

Host Count 10
Host Total: $752.98

HOST DISCOUNT TOTALS

Host Count 5
Host Total: $45.87
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Mobile Pay FDC Settlement Report

This report contains information on Mobile Pay FDC network settlement status and
comparison of totals between Passport and the Mobile Pay FDC network for the closed period,

along with applicable informational remarks.

Figure 52: Mobile Pay FDC Settlement Report

Mobile Pay FDC Settlement Report

Site 10: 54321
Metwork day # 2from 01/07/2017 %:34:01 AMto 07/07/2077 1:08:51 PM
Reportereated: 1/8/12017 1:47:18PM

TRANSACTION TOTALS
Setlement Siatus  Local Count  Local Tolal Host Count  Host Total
Compleied Transadions Balanced with host 10 $878.26 10 $873.26
Total S&F Transactiorns 2 $34.31
Out=tanding
Total Unpad T ransadiors 3 $157.69

HOST DISCOUNT TOTALS

Balanced with host 5 $76.54 5

information onthesetransactions, print the Mabile PayFOC Current Unpaid Transactions Report.

* Unpaid transactions on this day period were not approved by the host and require manual processing. Toretrieve

Settlernent Status Local Count Local Total Host Count Host Total

576.54

* Any S&F transactions that were outstanding when Passportclosed the shift will besent to the host when communication is
restored. To retrieve information onthe current pending transactions, printthe Mobile Pay FDC Store and Forward Report.

Mobile Pay FDC Store and Forward Report

This report contains information on transactions that the Mobile Pay FDC network authorized,

but have not yet completed when the report was generated.

Figure 53: Mobile Pay FDC Store and Forward Report

Mobile Pay FDC Store and Forward Report

Site ID: 54321
Reportcreated: 1/7/2017 12:43.16 AM

Store and Forward Transaction Summary Totals

SalesCount Gallons Purmmped  Fuel Tolal NorfuelTotal Sales Amourt
2 29.879 $84.00 $6.00 $100.00

DatefTime Termiral # Account # Auth ID Sequencel

Fuel Grade Gallors Pumped FuelTotal Nondfuel Total Transacton Total
01/07/2017 124 0:20 PM 1 444433 *+=1111] 1361 2002

PLUS (002) 13.750 $44.00 $6.00 $50.00
01/07/2017 1:05:57 PM 1 4444331201 1363 2005

REGULAR (007) 16.129 $50.00 $0.00 $50.00
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Field Name

Description

Transaction Details

Date/Time Date and time the transaction occurred.

Terminal # Fueling position at which the transaction occurred.

Account # Masked account number used in the transaction, Mobile Pay FDC
network provides this to Passport.

Auth ID Authorization code the network provided as part of the transaction.

Sequence # Transaction number the network provided as part of the transaction.

Fuel Grade Fuel grade name and product code purchased.

Gallons Pumped

Fuel volume dispensed in the transaction.

Fuel Total

Fuel sale dollar amount in the transaction.

Non-fuel Total

Dollar amount of non-fuel items purchased.

Transaction Total

Total transaction dollar amount.

Store and Forward Transaction Summary Totals

Sales Count Total count of transactions in store and forward.

Gallons Pumped Total fuel volume from transactions in store and forward.

Fuel Total Total dollars attributed to fuel sales from transactions in store and
forward.

Non-fuel Total Total dollars attributed to sale of non-fuel items from transactions in store
and forward.

Sales Amount Sales totals from transactions in store and forward.

Mobile Pay FDC Transaction Detail Report

This report contains information similar to the Mobile Pay FDC Current Transaction Detail
Report, except this report is for a closed Mobile Pay FDC network day. Refer to the “Mobile
Pay FDC Current Transaction Detail Report” on page 54 for field names and their description.

Figure 54: Mobile Pay FDC Transaction Detail Report

Maohile: Py MG Transaction Dot Repon

Sile 1Lk 543217
Mebwioek day & 3 Feam OUD /2077 10857 PM o Curnand
Reporicreated: 182017 1:53:52 PM

DramTare Tarrmmal LIESET i Haath ID TSeguersa

Fued © e Gallrn Purmpesd  Fucd Totsl  Nonfued Totsl T rsreertion Totnd
MATRMTI-05PM 1 444433 =114 1365 2002

REGULAR (001} 273 %.B5 50.00 SB5
DVEARIN T 140013 P 1 443433 1E 12370 2

REGULAR (001} 1406 3.3 50.00 .36
MUERNTEZ829AM 1 444337 =143 1371 2007

REGULAR (201} 510 51.58 50.00 31.58
QIOER2MTHILI0AM 1 518728 *0002 1369 2013

PREMILM (D03} 8523 520.00 50.00 520.00

Trarsscion Surmrmsy [ olaks

HaleaCoant  Galles Porpesd Fuel Tobsl Mo e Tegnd

Cearmpadede T rarwcmdears 17 L3RG 230024 56 00
ShF Trassduors Oulsbaxing 1 G174 31815 SH00
Ungasd | rasacdss 3 11287 3.7 514.00
Total 21 112.869 €354 68 E75.00

* Ay SAT transactions that were outstanding when MPassporiclosed the shift will be s2nt to #he host when communication is
masloresl  To oslness indorrmabon an e

wnt periching rarmescion e prinkfhe Maobds PayFDE Stare and Faneard Reponl

* Unpasd ansachons on Lhis day pecied were nol a ppraved by tha host and requiremanual procesang. To retrisave
infarmation cn theae trana acbons, prntthe Mobile Pay FDC Current Linpaid Tranazct cna Aepest
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Mobile Pay FDC Unpaid Transactions Report

This report contains information similar to the Mobile Pay FDC Current Unpaid Transactions

Report, except that this report is for a closed Mobile Pay FDC network day. Refer to the

“Mobile Pay FDC Current Unpaid Transactions Report” on page 55 for field names and their

description.

Figure 55: Mobile Pay FDC Unpaid Transactions Report

Site ID: 54321

Mobile Pay FDC Unpaid Transactions Report

Metwork day # 3 from 01/07/2017 1:08:51 PMto 01/08/2017 PM
Reportcreated: 1/8/2017 1:54:57PM

DatefTime Temimal # Accourt # Auth ID Sequence i
Fuel Grade Ga llans Purmped FuelTotal NonfuelToial Transadion Tolal
01/07/20171:04:.07PM 1 4444331111 1367 2002
REGULAR (001) 6.063 $17.89 $8.00 $25.89
01/07/20171:05:57PM 1 444 433%*=1221 1368 2004
PREMIUM (003) 2.550 58.42 50.00 58.42
01/08/20178:42:30AM 1 4444331331 1374 2006
PREMILUM (003) 2684 $8.86 $6.00 $14.86
01/08/20171:44:.05PM 1 444 43341441 1380 2008
REGULAR (001) 6.179 $24.15 $0.00 $24.15
Transaction Summay T olak
SalesCount GallonsPurmmped FuelTotal NonfuelToal SalesAmourt
3 11.297 $35.17 514.00 54817

Mobile Pay FDC Customer Receipts
The customer can configure his Speedpass+ smartphone application to receive the receipt

from a Mobile Pay FDC outside transaction, print the receipt at the CRIND device, or receive
no receipt for Mobile Pay FDC transactions. In addition, receipt reprints are always available
at the Passport CWS.

If the dispenser at which a Mobile Pay FDC transaction occurs is running as Token Attendant,
the parameters in MWS > Fuel > Site Options > Attendant Options > Attendant Token

Options control receipt printing behavior at the dispenser regardless of the Speedpass+

smartphone application configuration.
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Appendix D: Plenti and Speedpass+ Loyalty

Plenti is a loyalty program hosted and supported by a coalition of partners, including Exxon,
Macy’s, Mobil, Nationwide, RITEAID, and over 800 other retailers. Customers may earn
points at one retailer and redeem them at another coalition partner. For more information on
the Plenti program, visit www.plenti.com.

This section provides information on configuring Passport to support the Plenti loyalty

program. If you need assistance in configuring the Plenti loyalty program on Passport, contact
the ExxonMobil Help Desk at 1-866-603-6483.

Loyalty Configuration
To configure Passport to support the Plenti loyalty program, proceed as follows:

1 Go to MWS > Set Up > Store > Loyalty Interface. The Loyalty Provider listing screen
opens.

Figure 56: Loyalty Configuration Screen
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2 Ifyou are adding Plenti loyalty to Passport, select Add. If you are changing an existing loyalty
configuration to Plenti, select Change.

The Loyalty Provider Listing screen opens.

Figure 57: Loyalty Provider Listing Screen

Enter Plenti as the Loyalty Provider Name and select ExxonMobil from the Loyalty Provider
Type drop down menu. Select Save to save the information and move to the Loyalty
Configuration screen.
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3 The Loyalty Configuration screen opens with the Loyalty Provider Name and Loyalty Provider
Type fields completed. Call the ExxonMobil Help Desk at 1-866-603-6483 to obtain the values
to enter in several of the Loyalty Configuration fields.

Figure 58: Loyalty Configuration > General > Page 1 Tab
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The following are the Page 1 tab fields and their description:

Field Name

Description

Enabled

Select Yes.

Site identifier

Unique value the Plenti program uses to identify this store. Call the
ExxonMobil Help Desk to obtain this value.

Host IP Address

The field defaults to 10.145.150.7; however, call the ExxonMobil Help
Desk to verify this is the correct value and change it, if advised.

Port Number

This field defaults to 3112; however, call the ExxonMobil Help Desk to
verify this is the correct value and change it, if advised.

Allow manual entry outside

If set to Yes, this means the loyalty provider allows manual entry of a
loyalty identifier at the dispensers. This setting applies to this loyalty
provider only. Explain to the merchant or store manager how this setting
affects his store and configure the field as he requests.

Allow cashier to auth prepay only pump

This field defaults to No. If set to Yes, the cashier can authorize a
dispenser (configured as Prepay Only) when the customer enters a
loyalty identifier and the loyalty icon is displayed on the dispenser icon in
the CWS Forecourt section. This setting applies to all loyalty providers
configured in MWS. Explain to the merchant or store manager how this
setting affects his store and configure the field as he requests.

Allow instant rewards outside

This field defaults to No. If set to Yes, Passport allows the loyalty
provider to offer the customer discounts based on merchandise
purchased at the dispenser and the customer’s method of payment.
Explain to the merchant or store manager how this setting affects his
store and configure the field as he requests.

Send all transactions to loyalty provider

This field defaults to No. If set to Yes, Passport sends transaction details
to this loyalty provider for all sale transactions regardless of whether the
customer presents a valid loyalty identifier. In the case of multiple loyalty
providers, this field can be set to Yes for only one loyalty provider.
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4 After completing all fields on the Page 1 tab, select the Page 2 tab. The General - Page 2
screen opens.

Figure 59: Loyalty Configuration > General > Page 2 Tab
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The following are the Page 2 tab fields and their description.

Field Name Description
Loyalty Interface Version Select Gilbarco v1.2 for Plenti
24hr Loyalty period cut time Defaults to 00:00 (midnight). This field allows the merchant to customize the

time at which the loyalty end of period occurs, instead of ending the loyalty end
of period at Store Close.

Allow transponder as loyalty ID This field defaults to Yes for ExxonMobil. If set to Yes, Passport allows the
customer to use an RFID transponder, such as Speedpass+, for entering a
loyalty identifier at the PIN Pad inside or the CRIND outside. The PIN Pads and
dispensers must be equipped with RFID transponder receivers to use this
option. If these devices are not equipped with RFID transponders, set to No.

Loyalty Vendor Defaults to Unknown. Select Unknown.
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5 After completing all fields on the Page 2 tab, select the Receipts tab. The Receipts screen

opens.

Figure 60: Receipts Tab
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The following are the Recipts tab fields and their description.

Field Name

Description

Always print inside loyalty receipt

This field defaults to Yes. If set to Yes, Passport automatically prints the
customer receipt for inside loyalty transactions. If set to No, Passport uses the
site level receipt settings to control receipt printing. Explain to the merchant or
store manager how this setting affects his store and configure the field as he
requests.

Always print outside loyalty receipt

This field defaults to Yes. If set to Yes, Passport automatically prints the
customer receipt for outside loyalty transactions. If set to No, Passport uses
the site level receipt settings to control receipt printing at the dispenser.
Explain to the merchant or store manager how this setting affects his store
and configure the field as he requests.

Inside offline receipt line 1

This field defaults to blank. Accepts up to 40 characters. The text prints on the
inside receipt if the customer enters a valid loyalty identifier but the loyalty
vendor is offline. Passport allows up to three lines of receipt text for this
message. See lines 2 and 3.

Inside offline receipt line 2

This field defaults to blank. Accepts up to 40 characters. The text prints on the
inside receipt if the customer enters a valid loyalty identifier but the loyalty
vendor is offline. Passport allows up to three lines of receipt text for this
message. See lines 1 and 3.

Inside offline receipt line 3

This field defaults to blank. Accepts up to 40 characters. The text prints on the
inside receipt if the customer enters a valid loyalty identifier but the loyalty
vendor is offline. Passport allows up to three lines of receipt text for this
message. See lines 1 and 2.

Outside offline receipt line 1

This field defaults to blank. Accepts up to 40 characters. The text prints on the
CRIND receipt if the customer enters a valid loyalty identifier but the loyalty
vendor is offline. Passport allows up to three lines of receipt text for this
message. See lines 2 and 3.
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Field Name

Description

Outside offline receipt line 2

This field defaults to blank. Accepts up to 40 characters. The text prints on the
CRIND receipt if the customer enters a valid loyalty identifier but the loyalty
vendor is offline. Passport allows up to three lines of receipt text for this
message. See lines 2 and 3.

Outside offline receipt line 3

This field defaults to blank. Accepts up to 40 characters. The text prints on the
CRIND receipt if the customer enters a valid loyalty identifier but the loyalty
vendor is offline. Passport allows up to three lines of receipt text for this
message. See lines 2 and 3.

6 After completing all fields on the Receipts tab, select the Prompts tab. The Prompts screen

opens.

Figure 61: Prompts Tab
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The following are the Prompts tab fields and their description:

Field Name

Description

POS prompt at tender

This field defaults to Always.

If you select Always, Passport prompts for loyalty when the cashier
selects Tender for all inside transactions.

If you select Never, Passport prompts for loyalty only when the cashier
selects Loyalty ID during item entry.

If you select Fuel Transaction, Passport prompts for loyalty when the
cashier selects Tender and the transaction contains a fuel item.

Prompt for Loyalty Offline Inside This field defaults to No.

If you select Yes, the CWS prompts for Loyalty when the cashier selects
the Tender key, even when the Loyalty Provider is not communicating
with Passport.

If you select No, the CWS does not prompt for Loyalty if this Loyalty
Provider is not communicating with Passport.
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Field Name Description

Prompt for Loyalty Offline Outside This field defaults to No.

If you select Yes, the CRIND prompts for this Loyalty Provider, or
includes this Loyalty Provider on the Loyalty Selection screen when
multiple Loyalty providers are configured, even when the Loyalty
Provider is not communicating with Passport.

If you select No, the CRIND does not prompt for Loyalty, or does not
include this Loyalty Provider on the Loyalty Selection screen, if the
Loyalty Provider is not communicating with Passport.

Prompt customer to Insert Card Outside  This field defaults to Yes.

If you select Yes, the CRIND displays the prompt for inserting the Loyalty
magnetic stripe card at the Loyalty Acquisition screen. If only one
Loyalty Provider is configured, this also controls toggling at the CRIND
idle screen.

If you select No, if the CRIND supports barcode scanning, the Loyalty
Acquisition screen does not display the prompt for inserting the Loyalty
magnetic stripe card.

7 After completing all fields on the Prompts tab, select the Loyalty Card Mask tab. The
Loyalty Card Mask screen opens.

8 The Loyalty Card Mask tab contains a listing of all card masks that identify a valid Plenti
loyalty identifier. Select Add and enter the value “310417” for Plenti.

Figure 62: Loyalty Card Mask Tab
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9 After entering the loyalty card mask, select Save to save the loyalty configuration to the
Passport database and exit or select Cancel to exit loyalty configuration without saving any
configuration settings.

Page 66 MDE-5463A Passport™ V12 Network Addendum for ExxonMobil® - October 2019



Appendix D: Plenti and Speedpass+ Loyalty

Speedpass+ for Loyalty

As explained in “Appendix C: Implementing Mobile Pay FDC” on page 50, Speedpass+

allows a customer to use his smartphone application to authorize and pay for fuel at the

dispensers in the forecourt. The Plenti loyalty customer can also link his Speedpass+ mobile

application to his Plenti account. By doing so, the customer can earn and redeem Plenti points

when authorizing fuel transactions at the dispenser.

Note: If the customer presents a loyalty identifier at the dispenser, including Plenti that is not
linked to Speedpass+, he cannot use his Speedpass+ smartphone application to
authorize or pay for transactions at the dispenser.

In addition, when the customer links his Speedpass+ to Plenti, the Plenti loyalty program need

not be configured on Passport for the customer to earn and redeem Plenti points through

Speedpass+.

Note: Use of any other loyalty program, besides Speedpass+ linked to Plenti, requires the
loyalty program to be configured in Passport MWS.

Loyalty customer receipt messaging, such as redeemed or remaining Plenti points, for
transactions authorized through Speedpass+ linked to Plenti is controlled by the Speedpass+
application.
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Plenti Loyalty Reports

This section provides general information on Plenti Loyalty Reports.

Plenti Loyalty Discount Report
This report provides summary information on Plenti loyalty discounts applied during a period.
The report contains four sections:
* PPG Transaction Details: transactions for which the fuel price per gallon (PPG) was rolled
back before dispensing
* Post Pay Fuel Ticket Transaction Details: transactions for which a PPG discount was
applied to fuel after the fuel was dispensed
* Merchandise Transaction Details: transactions for which a line item discount was applied
* Loyalty Tender Discount Transaction Details: transactions for which a Plenti loyalty
discount was applied to the entire transaction, rather than to a particular fuel or
merchandise item

Figure 63: Plenti Loyalty Discount Report
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The following are the fields within the report and their description:

Field Name Description

Grade Fuel grade name that was discounted.
Count Number of discounts applied.

Volume Total discounted fuel volume dispensed.
Discount Amount Total dollar amount attributed to the discount.

Reward Description  Merchandise discount name.
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Plenti Loyalty Store and Forward Report
This report provides information on loyalty transactions that have not yet completed because
Passport cannot communicate with the loyalty host.

Figure 64: Plenti Loyalty Store and Forward Report
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The following are the fields within the report and their description:

Field Name Description

Date/Time Date and time the transaction occurred in which the customer presented a valid Plenti identifier.

Terminal Register or Pump at which the transaction occurred.

Loyalty ID Masked Plenti loyalty identifier the customer presented.

Loyalty Ref # Transaction reference number Plenti returned to Passport. “M” indicates the transaction
occurred through Speedpass+.

Vol Fuel volume dispensed.

Fuel Amt Fuel item dollar amount after PPU discounts.

Non-fuel Amt Merchandise dollar amount after discounts applied.

Adjustments Other adjustments to the transaction amount, such as transaction fees.

Total Sale Final transaction total.

Totals Summary total of each column.

Plenti Loyalty Transaction Detail Report
This report provides information on Plenti loyalty discounts applied to transactions. The report
contains four sections:
* PPG Transaction Details: transactions for which the fuel PPG was rolled back before
dispensing
* Post Pay Fuel Ticket Transaction Details: transactions for which a PPG discount was
applied to fuel after the fuel was dispensed
* Merchandise Transaction Details: transactions for which a line item discount was applied
* Loyalty Tender Discount Transaction Details: transactions for which a Plenti loyalty
discount was applied to the entire transaction, rather than to a particular fuel or
merchandise item
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Figure 65: Plenti Loyalty Transaction Detail Report
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The following

are the fields within the report and their description:

Field Name

Description

Date/Time

Date and time the transaction occurred in which the customer presented a valid Plenti identifier.

Loyalty Ref #

Transaction reference number Plenti returned to Passport. “M” indicates the transaction occurred
through Speedpass+.

Terminal

Register or Pump at which the transaction occurred.

Loyalty ID

Masked Plenti loyalty identifier the customer presented.

Grade

Fuel grade name that was discounted.

Street PPG

Fuel PPG before the discount was applied.

Actual PPG

PPG at which discounted fuel was dispensed.

PPG Disc

Difference between Street PPG and Actual PPG (PPG discount applied).

Vol

Fuel volume dispensed.

Total Disc

Total dollar amount attributed to the discount.

Disc

Calculated loyalty discount dollar amount.

Fuel Amt

Fuel item dollar amount after PPU discounts.

PLU/UPC

PLU or UPC number associated with a discounted merchandise item.

Original Price

Regular sale price of the merchandise item.

Disc Price

Price of the merchandise item after applying the discount.

Total Disc

Total dollar amount of the discount applied to the merchandise item(s).

Total Sale

Final transaction dollar amount.

Totals

Summary totals for each column.

Plenti Loyalty Usage Report
This report provides information on each time a customer presented a Plenti loyalty identifier
for the selected period.

Figure 66: Plenti Loyalty Usage Report
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